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Editors’ Note
Managing Risk in an Information-Driven World
The Internet, sophisticated digital technologies, and extensive telecommunications networks
enable companies to collect, copy, use, and distribute data in ways previously not possible.
Yet, along with the many benefits that businesses derive from the deployment of such
technologies come concerns about the legal, financial, and reputational risks associated
with the misuse or inappropriate handling of personal data.
Virtually all multinational corporations now find themselves grappling with the issue of how
best to conduct global operations in compliance with the steadily expanding array of privacy
and data protection laws emerging in key markets throughout the world. When viewed
collectively, the applicable laws are not only onerous but also often impose inconsistent
privacy and data protection standards from jurisdiction to jurisdiction. For this reason,
developing and implementing an effective global strategy has become a critical corporate
objective.
Baker & McKenzie has an unparalleled global team of internationally experienced and locally
qualified privacy and data protection lawyers in 38 countries worldwide who are familiar with
the many facets of global privacy compliance. In preparing this Global Privacy Handbook,
we have drawn on our many years of experience in helping clients develop and implement
practical and strategic privacy compliance solutions. The goal of this Handbook is to: (i) provide
a snapshot of core privacy laws, principles and concepts in many of the world’s major business
centers, and (ii) highlight some of the key privacy and data protection issues on which our
clients frequently seek guidance.
We hope that this Handbook will help you in managing your company’s risks in what has
become an information-driven world. If you require more information, please contact
a privacy practitioner in any of our offices.
Note: This edition of the Global Privacy Handbook was specially prepared in October of
2006 for release in conjunction with the 6th Annual Privacy Academy of the International
Association of Privacy Professionals. IAPP is the world’s largest association for the privacy
field, representing over 2,600 privacy professionals in business, government and academia
from 23 countries.
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Argentina
Issue Position in Argentina
1. Law Applicable Personal Data Protection Law (the “Act”) became effective
as of November 10, 2000 under law No. 25,326.
The Argentinean Constitution provides for a special judicial
remedy known as “habeas data” to protect Personal Data,
thus upgrading the protection of Personal Data to the
category of fundamental rights.
The Act together with the Regulation approved by
Decree No. 1558/2001 and the Argentinean Constitution
(collectively referred to herein as the “Argentine Law”)
constitute a common legal regime providing for the
protection of Personal Data.
2. Scope of the Law
a) Personal Data The Act defines “Personal Data” as information of any
kind referring to ascertainable physical persons or legal
entities.
Argentine Law protects Personal Data used for reporting
purposes and recorded in data files, registers, databanks
or by other technical means.
b) Data Processing The Argentine Law covers the protection of Personal Data
with regard to both manual and automatic processing.
The Act defines “data processing” as “systematic operations
and procedures, either electronic or otherwise, that
enable the collection, preservation, organization, storage,
modification, relation, evaluation, blocking, destruction,
and in general, the processing of personal information,
as well as its communication to third parties through
reports, inquiries, interconnections or transfers.”
2Baker & McKenzie
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c) Processing by
Data Controllers
The Act defines “Data User” as any person – public
or private – carrying out, at its sole discretion, data
processing, whether contained in files, records, or
databases of its own, or through connection therewith.
A Data Controller generally cannot process data except
on instructions and with the consent from the Data Owner.
The Act defines “Data Owner” as any individual or
corporation domiciled in the country, or having offices
or branches in the country, whose data are subject to
this Act.
Further, the Act covers all private persons creating
files, records or databases not intended exclusively
for personal use.
d) Jurisdiction/
Territoriality
The Act applies to any physical person or legal entity
having a legal domicile, or local offices or branches in
Argentina.
Registers, data files, data bases or databanks that are
interconnected through networks at inter-jurisdictional,
national or international level fall within the federal
jurisdiction, and are thus subject to the provisions of
the Act.
Other registers, data files, databases or data banks fall
under provincial jurisdiction. Some of the provinces have
issued norms on procedure for the “habeas data” remedy.
e) Sensitive
Personal Data
The Act defines Sensitive Personal Data as “Personal
Data revealing racial and ethnic origin, political opinions,
religious, philosophical or moral beliefs, labor union
membership, and information concerning health
conditions or sexual habits or behavior.”
3Global Privacy Handbook - Argentina
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The Act provides that no Data Owner can be compelled
to provide Sensitive Personal Data.
It is prohibited to create files, banks or registers storing
information that directly or indirectly reveals sensitive
data.
f) Employee
Personal Data
Employees’ Personal Data is likely to include Sensitive
Personal Data (e.g., health-related information) and 
non-sensitive Personal Data.
Employees’ Sensitive Personal Data should be processed
in accordance with Section 2(e) above.
3. Consent
Requirements
a) General The processing of Personal Data is unlawful unless the
Data Owner has given his or her express consent in
writing, or through any other similar means, depending
on the circumstances.The consent must appear in a
prominent and express manner. Further, such consent
must be an informed consent.
Consent shall not be deemed necessary when:
• Personal Data is secured from unrestricted public
access;
• Personal Data is collected for the performance
of the duties inherent in the powers of the State;
• Personal Data consists of lists limited to name,
national identity card number, taxing or social
security identification, occupation, date of birth,
and domicile;
• Personal Data derived from a contractual, scientific
or professional relationship with the Data Owner 
4Baker & McKenzie
Issue Position in Argentina
provided such Personal Data is necessary for the
development of or compliance with the terms
of such relationship.
Consent given by the Data Owner is revocable.
b) Sensitive Data The Act requires an express consent from the Data
Owner for the processing of Sensitive Data.
Exceptions:
• Processing of Sensitive Data for statistical or
scientific purposes provided Data Owners cannot
be identified;
• Sensitive Data referring to records on criminal
or other offenses provided the same are processed
only by competent public authorities within the
framework established by corresponding laws and
regulations;
• Processing of Sensitive Data relating to the physical
or mental condition of patients by Public or private
health institutions, and medical science professionals,
in pursuance of the principles of professional secrecy.
c) Minors There is no provision that specifically addresses consent
requirements for minors.
d) Employee
Consent
There is no provision that specifically addresses consent
requirements for employees.
e) Online/
ElectronicConsent
There is no provision that specifically addresses
online/electronic consent requirements.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
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5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
No specific requirements apply.
9. International
Data Transfers
The transfer of Personal Data to a third country may
take place only if such third country ensures an adequate
level of protection.
Exceptions to this requirement are:
• consent of Data Owner;
• international judicial cooperation;
• exchange of medical information when so required
for the treatment of the Data Owner;
• exchange of medical information required for
epidemiological research, provided the Data
owners cannot be identified;
• stock exchange or banking transfers in pursuance
of the applicable laws;
• when the transfer is agreed upon within the
framework of international treaties signed by
Argentina;
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• when the transfer is made for international
cooperation purposes between intelligence
agencies in the fight against organized crime,
terrorism and drug-trafficking.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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Issue Position in Australia
1. Law Applicable The Privacy Act 1988 (“the Act”) as amended from
21 December 2001.
2. Scope of the Law
a) Personal
Information
The Act applies to the processing of “information or an
opinion (including information or an opinion forming
part of a database), whether true or not, and whether
recorded in a material form or not, about an individual
whose identity is apparent, or can reasonably be
ascertained, from the information or opinion”
(“Personal Information”).
b) Data Processing The Act applies a set of ten National Privacy Principles
(“NPPs”) which apply to specific “acts and practices”
relating to Personal Information. (The EU definition
of “processing” is not used in the Act.) The acts and
practices relate to collection, use, disclosure, retention,
security, providing access, correction, making a privacy
policy available, linkage to government-issued
identification numbers, anonymity and offshore transfer.
The Act applies to both manual and automated data
processing.
c) Processing by
Organizations
The Act applies to organizations that undertake any of
the acts or practices described in the NPPs. No distinction
is made between organizations that control the Personal
Information and those that process it on behalf of other
organizations.
8Baker & McKenzie
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d) Jurisdiction/
Territoriality
The Act applies to specific acts and practices:
• done in Australia by “organizations,” which is defined
to include corporations, individuals, partnerships,
trusts and unincorporated associations that are
subject to Australian law;
• done outside of Australia by organizations that have
a link to Australia, such as being incorporated in
Australia; and
• done in Australia by a foreign entity that carries on
business with Australia.
Although the scope of the Act is relatively wide, it contains
several exemptions and special provisions, such as for
some small businesses (those with a turnover under
$3 million) and for acts and practices undertaken
overseas that are required by foreign laws.
e) Sensitive Personal
Information
The Act imposes additional requirements for the
processing of “sensitive information” – that is, Personal
Information relating to racial or ethnic origin, political
opinions, membership of a political association, religious
beliefs or affiliations, philosophical beliefs, membership
of a professional or trade association, membership of
a trade union, sexual preferences or practices, criminal
record, or health information. Specifically, under
NPP 10 and NPP 2, the collection and use of sensitive
information is prohibited unless certain conditions
are met, including:
• the organization obtains the consent of the individual
(see Section 3(b), below);
• the collection is required by law;
9Global Privacy Handbook - Australia
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• the collection is necessary to prevent or lessen a
serious and imminent threat to the life or health
of any individual, where the individual whom the
information concerns is unable to provide that
consent;
• the information is collected in the course of the
activities of a non profit organization and is used
for specific purposes;
• the collection is necessary for the establishment,
exercise or defence of a legal or equitable claim;
• the information is collected in the process of providing
a health service, and is either collected as authorized
by law or subject to a professional code of ethics;
• the information is collected in the course of medical
research that is subject to professional safeguards and
where obtaining consent is impracticable; or
• the purpose for the use of the information is directly
related to the purpose of its collection.
f) Employee
Personal
Information
Employee records are given a limited exemption from
coverage under the Act. This exemption effectively
allows employers to use information concerning their
employees for appropriate internal purposes.Three
requirements need to be satisfied for the exemption
to apply:
• the organization is acting in its capacity as a current
or former employer of an individual; and
• the use of employee information is directly related
to a current or former employment relationship
between the employer organization and the
individual; and
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• the use of employee information is directly related
to an employee record held by the employer
organization and relating to the individual.
For the exemption to apply, the individual and the
organization must be or have been in an employment
relationship. The Act does not define the scope of
“employment,” but it is accepted that this exemption
does not extend to contractors, subcontractors,
consultants and company directors, all of whom
are outside of the employment relationship.
Future or prospective employment relationships also
do not fall within the exemption, which means that
recruitment processes and recruitment agencies must
comply with the Act.The exclusion of both recruitment
processes and contractors has the practical effect of
requiring human resources processes to implement
privacy principles in at least some areas of their handling
of personal information.
The use of employee information must be directly related
to the employment relationship and also must be directly
related to employee records held by the employer. This
is intended to prevent employers from using employee
records for commercial purposes unrelated to the
employment relationship or exploiting the employee
records exemption for commercial purposes.
The employee records exemption only applies to
employee records held by the employer and does not
continue if the employee records are disclosed by the
employer to another organization. For example, if
records containing personal information about an
employee are disclosed to the employer’s insurer for
the purposes of workers’ compensation insurance, then
11
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those records do not retain their exempt status in the
hands of the insurance company. That is, in the hands
of the insurance company, the personal information is
subject to the coverage of the Act.
3. Consent
Requirements
a) General Consent of the individual is not mandatory although
it is contemplated as a basis of authorizing the use or
disclosure of Personal Information for purposes that are
additional to the purpose of collecting that information
(see Section 5, below) and in practice it is often one of the
more straightforward ways to justify use or disclosure.
Written consent is not required.
NPP 2 requires consent for organizations to collect and
use personal information other than for purposes that
are related to the original purpose of collection and
within the reasonable expectations of the individual. The
legislation does not prescribe how consent for secondary
uses or disclosures of personal information should be
obtained. In practice, the requirements of the Act will
depend upon the individual circumstances and the matter
in which an individual is giving consent.
In general terms, the Privacy Commissioner has made
a distinction between “explicit” and “implicit” consent.
“Express” consent involves active consent of the individual,
such as through a written consent form.This is also
known as “opt-in” consent. Consent is likely to be
regarded as express if consumers are given an active
choice between different privacy options, so that they
are not forced into consenting to specific uses of their
personal information just because a product or service is
provided on the condition that they consent to particular
terms and conditions.
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Organizations can rely on “implicit consent” in some
circumstances. In such circumstances, the individual’s
attention must have been drawn to a particular issue
and they must have been given an option of responding
negatively, and not have taken that option. An
organization that assumes implicit consent might argue
that certain uses of information are obvious from the
nature of the individual’s dealing with the organization
and do not require explicit consent.
In practical terms, consent can be obtained in a variety
of ways, including orally, in writing, or over the internet.
Some form of accurate record keeping of consent is
generally required.
The Privacy Commissioner has indicated that in general
terms, in order for consent to clearly be genuine it
should be informed and it should not be provided
under any form of coercion.
Legislation relating to spam requires that express
consent is obtained from individuals in most situations
where an organization intends to conduct direct
marketing via e-mail or short message service text
messages.
b) Sensitive Data Where consent is relied upon to justify the collection,
use or disclosure of sensitive information, it must be
express and must be obtained prior to processing, unless
a specific exception applies.The Privacy Commissioner’s
Guidelines relating to NPP 10 state that, “ordinarily
an organization would need clear evidence that an
individual had consented to it collecting sensitive
information.”
13
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c) Minors The issue of minors and the provision of consent has
been subject to a review process that has not yet been
concluded by the Commonwealth Government.A
discussion paper is expected to be issued on this matter.
As an interim measure, the Privacy Commissioner’s
Guidelines state:
“The Privacy Act does not specify an age after which
individuals can make their own privacy decisions.
Determining the decision making capabilities of a young
person can be a complex matter, often raising other
ethical and legal issues. Organizations will need to
address each case individually.As a general principle,
a young person is able to give consent when he or she
has sufficient understanding and maturity to understand
what is being proposed. In some circumstances, it may
be appropriate for a parent or guardian to consent on
behalf of a young person… It should be noted that in
some states, contracts with people under the age of
18 are not valid.”
d) Employee
Consent
As in EU countries, some doubt has been expressed
about the validity of consent given in the employment
context where such consent is sought. However, the
issue of employee consent is not as important under
the Privacy Act as in EU countries because of the
partial exemption for some aspects of employee record
processing.
e) Online/
Electronic
Consent
Electronic consent will suffice if appropriate safeguards
are taken to ensure an individual is aware of the
organization’s information practices and to what they
are consenting (e.g., through the provision of a brief
statement, generally around two to three paragraphs,
explaining specific aspects of how that Personal
Information will be processed).
14
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4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
No registration or notification requirements apply.
8. Data Protection
Officers
There is no formal requirement for the appointment of
a privacy officer; however, there is a formal requirement
for organizations to make available a privacy policy on
request from an individual.
9. International
Data Transfers
Like countries in the European Union,Australian law
restricts the transfer of personal information out of
Australia. Under NPP 9, if an organization transfers
personal information outside of Australia for processing
purposes, this transfer must be permitted under the Act.
NPP 9 requires that legal protections are put in place for
any such transfers of data, but permits such transfers on
several grounds, such as:
• the individual has consented to the transfer;
• the organization reasonably believes that the recipient
of the information is subject to a law, binding scheme
15
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or contract which effectively upholds principles that
are substantially similar to the NPPs;
• the transfer is necessary for the performance of a
contract between the individual and the organization,
or for the implementation of pre-contractual measures
taken in response to the individual’s request;
• the transfer is necessary for the conclusion or
performance of a contract concluded in the interest
of the individual between the organization and a third
party;
• all of the following apply: the transfer is for the
benefit of the individual, it is impracticable to obtain
the consent of the individual to that transfer, and
if it were practicable to obtain such consent, the
individual would be likely to give it; or
• the organization has taken reasonable steps to ensure
that the information which it has transferred will
not be held, used or disclosed by the recipient of the
information inconsistently with the NPPs.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
No special rules apply to outsourcing, other than for
organizations that are regulated under financial services
regulation.
12.Enforcement
and Sanctions
Yes, fines may be imposed and businesses may be ordered
to change their practices.

17
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Belgium
Issue Position in Belgium
1. Law Applicable The Act of December 8, 1992 on Privacy Protection in
relation to the Processing of Personal Data (the “BLP”),
as modified by the implementing Act of December 11,
1998 and the Act of February 29, 2003 and as
supplemented by the Royal Decree of 13 February 2001.
2. Scope of the Law
a) Personal Data The BLP applies to any information (“Personal Data”)
relating to an identified or identifiable individual (“Data
Subject”).
b) Data Processing “Processing” is very broadly defined and will cover any
operation or set of operations performed on Personal
Data including collection, recording, organization, storage,
adaptation, alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise
making available, alignment, combination, as well as
blocking, erasure, and deletion of personal data.
The BLP applies to both manual and automated data
processing.
c) Processing
by Data
Controllers
The BLP applies to those persons who, alone or jointly
with others, determine the purposes for which and the
manner in which any Personal Data is, or is to be,
processed (“Data Controller”).
d) Jurisdiction/
Territoriality
The BLP applies to:
• data processing activities carried out by Data
Controllers established in Belgium; and
• data processing activities of Data Controllers that are
not established in the EU but that use equipment
18
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based in Belgium to carry out data processing
activities (other than merely for the purpose of
transit).
e) Sensitive
Personal Data
The BLP imposes additional requirements for the
processing of sensitive Personal Data – that is, data
relating to racial or ethnic origin, political opinions,
trade union membership, religious or philosophical
beliefs, health or sexual life.
Sensitive Personal Data may not be processed unless:
• the Data Subject has given his written consent
to the processing, on the understanding that the
consent may be withdrawn by the Data Subject at
any time (see Section 3(b) below). The King may lay
down a decree which prevents certain types of
sensitive Personal Data being processed even if
written consent of the Data Subject has been
provided.This is notably the case for health-related
information when it is processed by employers;
• the processing is necessary for the purpose of
carrying out the specific obligations and rights of
the Data Controller in the employment law field;
• the processing is necessary to protect the vital
interests of the Data Subject or another person,
provided that the Data Subject is physically or
legally incapable of giving his consent;
• except for Personal Data relating to health,
the processing is carried out in the course of its
legitimate activities by any non-profit-seeking body
with a political, philosophical, religious, mutual-
benefit or trade union aim, provided that the
processing relates solely to the members of the
19
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body or to persons who have regular contact with
it in connection with its purposes and that the
Personal Data is not disclosed to a third party
without the consent of the persons concerned;
• the processing relates to Personal Data that has
obviously been made public by the Data Subject;
• the processing is necessary for the establishment,
exercise or defense of legal claims;
• the processing is necessary for scientific research;
• the processing is necessary for social security
purposes;
• the processing is required for statistical purposes
laid down by law;
• the processing is necessary for the purposes of
preventative medicine or medical diagnosis, the
provision of care or treatment of the Data Subject
or one of his relatives, or the management of
health-care services operating in the interest
of the Data Subject, and that Personal Data
is processed under the supervision of a health
professional;
• except for Personal Data relating to health, the
processing is carried out by associations with legal
personality or by public utility institutions and the
main purpose of it is the protection of human
rights and fundamental freedoms; or
• the processing is permitted by law, decree or
ordinance or another important reason of public
interest.
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f) Employee
Personal Data
Employee Personal Data is likely to include sensitive
Personal Data (e.g., health-related information) and 
non-sensitive Personal Data.
Sensitive employee Personal Data may be processed in
the circumstances mentioned in Section 2(e) above and,
in particular, for the purpose of carrying out the Data
Controller’s obligations under employment law.
Non-sensitive Personal Data may be processed by a Data
Controller in the circumstances mentioned in Section
2(e) above and, in particular, for the performance of
a contract to which the Data Subject is a party, for the
purpose of carrying out the Data Controller’s legal
obligations or where processing is necessary for the
purposes of the legitimate interests of the Data Controller.
A fallback justification for processing non-sensitive
Personal Data in the employment context may be
if consent is provided by the Data Subject. That said,
employees generally may not consent to the processing
of their sensitive Personal Data, and there is some concern
whether consent can be valid in the employment context
(see Section 3(d) below).
3. Consent
Requirements
a) General Consent of the Data Subject is not mandatory although it
is contemplated as a means of justification of processing
(see Section 2(e) above) and, in practice, it is often one
of the more straightforward ways to justify processing.
Written consent is not required (except for sensitive
data, see Section 3(b) below).
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The following information should be given to the Data
Subject at the time his consent is sought to ensure that
an informed consent is obtained:
• the name and address of the Data Controller and,
if relevant, of any representative;
• the intended recipients or categories of recipients
of the Personal Data;
• the purposes of the processing;
• whether the provision of the Personal Data is
mandatory or not and the consequences of any
refusal to provide Personal Data;
• an opt-out to the use of Personal Data for direct
marketing purposes (and an opt-in to the use of 
e-mail, fax and automatic call systems for the same
purposes – an opt-out is, however, sufficient for
direct marketing by e-mail for similar products
and services sold by the same vendor); and
• the existence of the rights of the Data Subject to
access and rectify (free of charge) the Personal Data
held about him, and the contact details of the person
or service in charge of dealing with access or
rectification requests and of the right to object at any
time (free of charge) to the use of his Personal Data
for direct marketing purposes (see Section 6 below).
There is no specific language requirement other
than that resulting from Belgium’s general linguistic
legislation, which requires the use of a specific language
depending on the geographical location of the employer
and the status of the employee.
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b) Sensitive Data Where consent is relied upon to justify the processing of
sensitive Personal Data, it must be explicit and must be
obtained in writing prior to the processing.
c) Minors Minors under the age of 18 cannot give valid consent.
A parent or legal guardian must consent on their
behalf. Further, the parent/guardian has the right
to be informed of the collection of information,
to access and rectify the Personal Data and to have
recourse to the President of the First Instance Court
or Commission for the Protection of Privacy
(“Commission”).
d) Employee
Consent
The Article 29 Working Party1 has produced an opinion
on the processing of Personal Data in the employment
context which states that it is misleading for an employer
to try to rely on an employee’s consent as it is unlikely
to be freely given.2
In Belgium, the processing of sensitive Personal Data
generally cannot validly be authorized by employees,
except where the processing aims at granting advantages
to the employee. The Belgian Commission for the
Protection of Privacy has not expressed any opinion
on the validity of consent in the employment context.
However, such consent might validly permit the processing
of non-sensitive Personal Data.
____________________
1 Effectively, the EU Advisory Body on Data Protection and Privacy.
2 Opinion 8/2001 of the Article 29 Working Party on the processing of personal data in the
employment context of 13 September 2001.
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e) Online/
Electronic
Consent
Consent may be given electronically, and will be
considered to have been sufficiently demonstrated
where it can be shown that the Data Subject had
sufficient notice of the requisite information forming
the basis of consent (e.g., inclusion of a notice or policy
in a box directly above a consent button) and steps have
been taken to prevent consent being given mistakenly
(e.g., a double click acceptance process).
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, general requirements apply.
b) Additional
Rights
Yes, general requirements apply.
7. Registration/
Notification
Requirements
No specific requirements apply.
8. Data Protection
Officers
No specific requirements apply.
9. International
Data Transfers
Transfers of Personal Data from Belgium to EEA Member
States are generally permitted without the need for
further approval.The same applies to transfers to
Switzerland, Guernsey, Argentina, the Isle of Man,
Canada (under restrictions) and the United States
(subject to the self-certification of recipients under
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the Safe Harbor Program) which are subject to European
Commission findings of adequacy in relation to their
data protection laws.
Subject to the specific exceptional authorizations above,
Personal Data may not be transferred to countries
outside the EEA unless the destination country provides
adequate protection for the Personal Data. Exceptions
are where:
• the Data Subject has given his unambiguous consent
to the transfer;
• the transfer is necessary for the performance
of a contract between the Data Subject and the
Data Controller or for the implementation of 
pre-contractual measures taken in response to
the request of the Data Subject;
• the transfer is necessary for the performance of a
contract concluded or to be concluded in the interest
of the Data Subject between the Data Controller and
a third party;
• the transfer is necessary or legally required on
important public interest grounds, or for the
establishment, exercise or defence of legal claims;
• the transfer is made from a public register which, by
law, is intended to provide information to the public
and which is open to consultation either by the
public in general or by any person who can demonstrate
a legitimate interest; or
• a data transfer agreement is in place.
Any data transfer agreement must be notified to and
approved by the Federal Government. In practice, the
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existence of data transfer agreements conforming to the
model data transfer clauses of the European Commission
must merely be notified to the Commission.
10.Security
Requirements
Yes, general requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, general rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.

27
Global Privacy Handbook - Canada
Issue Position in Canada 
1. Law Applicable The Personal Information and Electronic Documents Act, S.C.
2000 c. 5 (“PIPEDA”) and Schedule 1 (Section 5)
Principles set out in the National Standard of Canada
Entitled Model Code for the Protection of Personal Information,
CAN/CSA-Q830-96 (“Sch. 1”).
PIPEDA applies to all collection, use or disclosure of
Personal Information (as defined in Section 2(a) below)
in the course of commercial activity by:
• federally-regulated private sector organizations,
including those in the telecommunications,
broadcasting, inter-provincial transportation and
banking sectors, in respect of both customer and
employee Personal Information; and
• organizations that trade in Personal Information
across provincial or national borders for consideration.
An “organization” is defined to include an association,
a partnership, a person and a trade union.
However, in provinces where a law has been passed
that is substantially similar to PIPEDA, organizations
and their collection, use or disclosure activities within
the province that are covered by the provincial law
will be exempted from the application of PIPEDA.
As of October 01, 2006, British Columbia, Alberta
and Quebec are the only provinces that have passed
laws that have been deemed to be substantially similar
to PIPEDA. PIPEDA will continue to apply to employee
Personal Information of federally regulated businesses
and interprovincial and international collections, uses
or disclosures of Personal Information.
Canada
(Federal Private Sector Law)
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2. Scope of the Law
a) Personal Data PIPEDA applies to personally identifiable information
(“Personal Information”) about an identifiable individual
(“Data Subject”), i.e., any factual or subjective information,
recorded or not about a Data Subject. Financial, health,
employment, consumer contact and preferences data
typically fall within the definition of Personal Information.
Personal Information includes personal health information,
which is defined as information about a Data Subject’s
mental or physical health, including information
concerning health services provided and information
about tests and examinations.
Personal Information generally does not include the
name, title or business address or telephone number
of an employee of an organization.
PIPEDA applies broadly to the collection, use, disclosure,
handling and care, and any other processing of Personal
Information in any form or representation, including
electronic data recorded or stored on any medium,
computer system or other similar device, and that can
be read or perceived by a person, system, or other
device (e.g., display, printout, audio/video recording,
or other data output) [Pt. 2, s. 31].
b) Data Processing “Processing” is not expressly defined in PIPEDA but
is a broad concept that encompasses an operation or
set of operations performed on Personal Information
pursuant to guidance or instruction of the Data
Controller, including handling, collecting, recording,
disclosing, storing, correcting, amending, organizing,
communicating, deleting Personal Information –
whether on a manual or automated basis.
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c) Processing
by Data
Controllers
PIPEDA applies to Personal Information that:
• the organization collects, uses or discloses in the
course of commercial activities; or
• is about an employee of the organization and that the
organization collects, uses or discloses in connection
with the operation of a federal work, undertaking or
business [Pt. 1, s.4].
d) Jurisdiction/
Territoriality
PIPEDA applies to all Personal Information collected
or processed in Canada, subject to the qualifications
noted in Section 1 above regarding provinces where a
law has been passed that has been deemed substantially
similar to PIPEDA.
e) Sensitive
Personal Data
In determining the requisite form of consent to be
obtained, organizations are required to take into account
the sensitivity of the Personal Information. Accordingly,
the form of the consent sought by the organization
pursuant to Section 3 below may vary, depending upon
the circumstances and the type of Personal Information
to be collected, used or disclosed. Although any Personal
Information can be sensitive, depending on the context,
note that some types of Personal Information, such as
medical records and income records, are almost always
considered to be sensitive [Sch. I, s. 4.3.4]. Employment
and health care are generally matters of provincial
regulation, and as such are not covered by PIPEDA
for provincially regulated companies.
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f) Employee
Personal Data
Employee Personal Information is treated in the same
manner as other Personal Information. Employee
Personal Information typically generally does not
include an employee’s name, title or business address
or telephone number. Note, however, that PIPEDA
does not apply to employee Personal Information of a
provincially regulated organization, since regulation of
the processing of such Personal Information falls under
the jurisdiction of applicable provincial privacy laws.
3. Consent
Requirements
a) General The consent of a Data Subject is required for the
collection, use, or disclosure of Personal Information.
Consent must be obtained before or at the time of
collection.When Personal Information that has been
collected is to be used for a purpose not previously
identified, consent of the Data Subject shall be obtained
prior to use by informing the Data Subject of such new
purpose [Sch 1, s.4.2.4 and s.4.3.1].
PIPEDA does not necessarily require that the consent be
obtained in writing. In determining the appropriate
form of consent to be obtained from a Data Subject,
consideration should be given to the:
• reasonable expectations of the Data Subject,
• circumstances surrounding the collection, and
• sensitivity of the Personal Information involved
[Sch 1, s.4.3.4].
However, when consent is implied or obtained orally,
for evidentiary reasons, an organization should as a
matter of course keep some record of the consent
obtained.The Privacy Commissioner of Canada
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recommends that express consent be used whenever
possible and in all cases when the Personal Information
is considered to be sensitive. Relying on express consent
protects both the Data Subject and the organization.
At a minimum, a request for consent should specify in
plain language the:
• nature of the Personal Information to be collected,
used or disclosed;
• specific uses to which the Personal Information will
be put by receiving parties; and
• identity of the parties, if any, to whom Personal
Information is to be disclosed; and
• what channels are available for the Data Subject to
amend or withdraw his or her consent (i.e., e-mail,
regular mail, 1-800 number, etc.).
A Data Subject should only be required to consent to
the collection, use or disclosure of Personal Information
in order to fulfill the explicitly specified and legitimate
purposes [Sch 1, s.4.3.3].
Data Subjects can give consent in many ways.
Data Subjects can withdraw consent at any time. [Sch.
1, s.4.3.8]. Consent can be given by an authorized
representative (such as a legal guardian or a Data
Subject having a power of attorney) [Sch. 1, 4.3.6].
Consent clauses should be easy to find, use clear and
straightforward language, not use blanket categories
for purposes, uses and disclosures and be as specific as
possible about which organizations handle the Personal
Information [Sch. 1, s.4.3.2]. Consent shall not
be obtained through deception [Sch. 1, s.4.3.5].
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In certain circumstances Personal Information may be
collected, used, or disclosed without the knowledge and
consent of the Data Subject. For example, consent may
not need to be obtained where legal, medical or security
reasons make it impossible or impractical to seek
consent. Similarly, when the Personal Information is
being collected for the detection and prevention of
fraud or for law enforcement, it may not be necessary to
obtain consent of the Data Subject since doing so might
defeat the purpose of collecting the Personal Information
[Sch. 1, s.4.3].
b) Sensitive Data An organization should seek express consent from a Data
Subject when the Personal Information involved is likely
to be considered sensitive, having regard to the reasonable
expectations of the Data Subject.This is intended to
ensure that the consent is given freely and is provided on
an informed basis.
c) Minors For a Data Subject who is a minor, consent may be
obtained from a legal guardian or person having power
of attorney [Sch. 1, 4.3.6].
d) Employee
Consent
All the requirements set out by PIPEDA for the giving
of consent by any Data Subject shall equally apply to
consent given by employees covered by PIPEDA.
e) Online/
Electronic
Consent
Electronic consent will usually suffice if appropriate
steps are taken to ensure a Data Subject is aware of the
Data Controller’s data processing practices and policies
(e.g., an appropriately accessible hyperlink, i.e.,
directly above a consent button).
4. Information/
Notice
Requirements
Yes, specific requirements apply.
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5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional Rights Yes, specific requirements apply.
7. Registration/
Notification
Requirements
No formal registration requirements apply.
8. Data Protection
Officers
Yes, specific requirements apply.
9. International
Data Transfers
Under PIPEDA, there are no formal restrictions
on transfers of Personal Information from Canada to
other jurisdictions. However, an organization is obligated
to put appropriate data transfer agreements or other
measures in place to address the obligations of third
party Data Processors and recipients of Personal
Information in the context of onward transfers.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes, complaints process exists and fines may be imposed.
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1. Law Applicable The Personal Information Protection Act, S.A. 2003, c. P-6.5
(the “Alberta PIPA”) and the Personal Information Protection
Act Regulation, Alta Reg. 366/2003.
The purpose of the Alberta PIPA is to govern the means
by which private sector organizations handle personal
information, and ensure that same occurs in a manner
that recognizes both the right of an individual (“Data
Subject”) to have his or her personally identifiable
information (“Personal Information”) protected and the
need of organizations to collect, use or disclose Personal
Information for purposes that are reasonable.
An organization includes a corporation, an association
that is not incorporated, a trade union, a partnership
and an individual acting in a commercial way (e.g.,
an individual running an unincorporated business).
2. Scope of the Law
      a) Personal Data The Alberta PIPA applies to Personal Information that
can identify an individual (e.g., name, home address,
home phone number, ID numbers) and information
about a Data Subject (e.g., physical description,
educational qualifications, blood type).
“Business contact information” is a sub-set of Personal
Information. It includes a Data Subject’s name, position
or title, business telephone number and other business
contact information.The Alberta PIPA does not apply to
business contact information when it is collected, used
or disclosed for the purpose of contacting an individual
in his or her business capacity.
Alberta, Canada
(Provincial Private Sector Law)
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The Alberta PIPA applies to a “record” which means
a record of information in any form or in any medium,
whether in written, printed, photographic or electronic
form or any other form, but does not include a computer
program or other mechanism that can produce a record.
b) Data Processing Processing is not expressly defined in the Alberta
PIPA but is a broad concept that encompasses an
operation or set of operations performed on Personal
Information pursuant to guidance or instruction of the
Data Controller, including the handling, collecting,
recording, disclosing, storing, correcting, amending,
organizing, communicating, or deleting of Personal
Information – whether on a manual or automated
basis.
c) Processing by
Data Controllers
The Alberta PIPA applies to every organization and in
respect of all Personal Information.
The Alberta PIPA does not apply:
• if the collection, use or disclosure of Personal
Information is for personal or domestic purposes;
• if the collection, use or disclosure of Personal
Information is for artistic, literary or journalistic
purposes;
• if the collection, use or disclosure of business contact
information is for the purpose of contacting an
individual in that individual’s capacity as an employee
of an organization;
• if the Personal Information that is in the custody or
control of a “public body”;
• if the Freedom of Information and Protection of Privacy Act
(FOIP Act) applies;
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• if the information is health information as defined
in the Health Information Act;
• if the information is about an individual who has
been dead for 20 years or more or in a record that
is 100 years old or older; or
• if the information is Personal Information in court
files.
An organization is responsible for all the Personal
Information that is either in its custody or under its
control.Where an organization engages the services of
a person, whether as an agent, by contract or otherwise,
the organization is, with respect to those services,
responsible for that person’s compliance with the Alberta
PIPA.The organization must designate one or more
individuals to be responsible for ensuring the organization
complies with the Alberta PIPA [Pt. 2, s.5].
An organization must develop and follow policies and
practices that are reasonable for the organization to
meet its obligations under the Alberta PIPA, and make
information about such policies and practices available
on request [Pt. 2, s.6].
d) Jurisdiction/
Territoriality
The Alberta PIPA applies to provincially regulated
businesses, non-profit organizations (only when
they collect, use or disclose Personal Information in
connection with a “commercial activity”), trade unions
and other organizations in Alberta. “Commercial activity”
means a transaction, act or conduct that has a commercial
character to it, such as selling, bartering or leasing donor,
membership or other fund-raising lists. It also includes
operating a private school or college or an early childhood
services program.
38
Baker & McKenzie
Issue Position in Alberta, Canada
However, PIPEDA will in most instances still apply to
provincially regulated organizations when they transfer
Personal Information across Alberta’s borders, in the
course of commercial activity (i.e., for consideration).
Organizations should thus consider obtaining consent,
as appropriate, in connection with such trans-border
transfers. PIPEDA will also still apply to federally
regulated businesses in Alberta.
e) Sensitive
Personal Data
The form of the consent sought by the organization
pursuant to Section 3 below may vary, depending upon
the circumstances and the type of information to be
collected, used or disclosed. In determining the form
of consent to use, organizations shall take into account
the sensitivity of the information.
Although some information (for example, health and
financial information) is almost always considered
to be sensitive, any information can be sensitive,
depending on the context. In such circumstances,
as a best practice, organizations should obtain a clear
and express consent.
f) Employee
Personal Data
An “Employee” includes an apprentice, a volunteer,
a participant, a work experience or co-op student and
an individual acting as an agent for an organization,
employed by the organization or who performs a service
for the organization, whether or not the individual is
paid.
Employee Personal Information means Personal
Information that is reasonably required by an organization
to establish, manage or end an employment or volunteer
work relationship.
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3. Consent
Requirements
a) General An organization must not collect, use or disclose Personal
Information about a Data Subject without first obtaining
consent [Pt. 2, s. 7(1)].
A Data Subject may give consent subject to any reasonable
terms, conditions or qualifications established, set,
approved by or otherwise acceptable to the Data Subject
[Pt. 2, s. 7(3)].
Consent shall not be obtained by providing false
or misleading information respecting the collection,
use or disclosure of information through deception
[Pt. 2, s.10].
The Alberta PIPA recognizes the following types of
consent:
• express consent;
• deemed consent; and
• opt-out consent.
The Alberta PIPA does not require an organization to
provide notice when relying on implied consent to
collect  Personal Information [Pt. 2, s.13].
An organization may not collect, use or disclose Personal
Information for a different purpose than the purpose for
which it was collected [Pt. 2, s.11]. A Data Subject can
consent to an organization collecting his or her Personal
Information from another organization [Pt. 2, s.13].
A Data Subject is deemed to have consented to the
collection of his or her Personal Information by an
organization if the collection took place prior to
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January 1, 2004, and such consent may be relied upon
where the Personal Information is used or disclosed
for the purposes for which it was originally collected
[Pt. 1, s. 4(4)].
A Data Subject can change or take back his or her consent
by giving the organization reasonable notice, as long as
doing so does not break a legal duty or promise between
the Data Subject and the organization. On receipt of
such notice, an organization must inform the Data
Subject of the likely consequences to the Data Subject
of withdrawing his or her consent.An organization must
not prohibit a Data Subject from withdrawing his
or her consent to the collection, use or disclosure
of Personal Information related to the Data Subject.
Pursuant to withdrawal of consent to the collection, use
or disclosure of Personal Information by a Data Subject,
the organization must stop collecting, using or disclosing
the Personal Information unless the collection, use
or disclosure is permitted without consent. A Data
Subject may not withdraw consent given for the
performance of a legal obligation [Pt. 2, s. 9(1)-(5)].
The Alberta PIPA provides that neither an organization
nor a Data Subject can impose a liability or an obligation
on the other as a result of the withdrawal or variation of
consent [Pt. 2, s. 9(8)].
An organization must not, as a condition of supplying a
product or service, require a Data Subject to consent to
the collection, use or disclosure of Personal Information
beyond what is necessary to provide the product or
service [Pt. 2, s. 7(2)].
An organization may collect, use or disclose Personal
Information about a Data Subject without consent, if the
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collection, use and disclosure is clearly in the interests
of the Data Subject:
• when another Act or regulation requires or allows
for collecting information without consent;
• when the Personal Information is collected in
accordance with the provisions of a treaty;
• when it relates to a subpoena, a warrant or a court
order;
• when it is provided by a public body;
• when it is necessary for medical treatment;
• when the collection is for an investigation or a
proceeding;
• when the Personal Information is publicly available;
• when the organization is a credit reporting agency;
• when it is required or authorized by law;
• for disclosures without consent;
• for the collection of a debt; or
• for transfer of Personal Information to a third party.
[Pt. 2, s.14, s.17 and s.20].
An organization may disclose Personal Information
about its employees, customers, directors, officers
or shareholders without their consent, to a prospective
party in a business transaction.A business transaction
is defined to mean the purchase, sale, lease, merger,
amalgamation, acquisition or disposal of an organization
(or part of an organization) or any business or activity
or business asset of an organization. If a business
transaction does not proceed or is not completed,
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a prospective party must destroy or return to the
organization any Personal Information the prospective
party collected about the employees, customers,
directors, officers and shareholders of the organization.
An organization may not disclose Personal Information
in a business transaction where the primary purpose,
objective or result of the transaction is the purchase,
sale, lease, transfer, disposal or disclosure of Personal
Information [Pt. 2, s.22].
b) Sensitive Data An organization should seek express consent when
Personal Information is likely to be considered sensitive,
having regard to the reasonable expectations of the Data
Subject.This is intended to ensure that the consent is
given freely and is provided on an informed basis.Thus,
at a minimum, a request for consent should refer to
(i) the nature of the information to be collected, used
or disclosed; (ii) the specific uses to which the information
will be put by the parties receiving it; and (iii) the identity
of the parties to whom information is to be disclosed,
as applicable.A request for consent should also specify,
in simple terms, what channels are available (i.e., e-mail,
regular mail, 1-800 number, etc.) for the Data Subject to
amend or withdraw his or her consent.
The more sensitive the Personal Information is the
greater likelihood that express consent is required for
its collection, use and disclosure.
c) Minors The guardian of a minor may give or refuse consent
to the collection, use and disclosure of Personal
Information of the minor if the minor is incapable
of exercising that right [Pt. 7, s. 61].
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c) Minors The guardian of a minor may give or refuse consent
to the collection, use and disclosure of Personal
Information of the minor if the minor is incapable
of exercising that right [Pt. 7, s. 61].
d) Employee
Consent
The Alberta PIPA permits an organization to collect,
use or disclose Employee Personal Information without
consent for reasonable purposes related to managing or
recruiting personnel. “Managing personnel” means the
carrying out of that part of human resource management
relating to the duties and responsibilities of employees.
It can also refer to administering personnel and includes
activities such as payroll and succession planning.
Consent is still required for the collection by the
employer of Personal Information that does not
constitute Employee Personal Information, such as
information collected in relation to charitable donations,
personal family issues or non-work related health,
religious or financial issues.
An organization shall collect, use or disclose Employee
Personal Information only if it is for a reasonable
purpose, the information relates to the employment or
volunteer work relationship and the organization has
provided the Data Subject with reasonable notification
before collection, use or disclosure of the information
[Pt. 2, ss. 15, 18 and 21].
Where an organization outsources “back office” human
resources functions such as payroll or administration,
the Alberta PIPA may also permit the contracting
organization to collect the Employee Personal
Information without consent [Pt. 2, s. 15(1) and (2)].
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The Alberta PIPA applies to Employee Personal
Information in the same manner and to the same
extent as it does to all other Personal Information.
e) Online/
Electronic
Consent
Consent given or transmitted by electronic means will
qualify as “written consent” only where the receiving
organization produces or is capable of producing a
version of that consent in paper form. Organizations
that make use of paperless and/or signatureless contracts
via their web sites must ensure that they can produce
evidence or paper versions of the consent upon request
[Pt. 2, s. 8(5)].
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
No specific requirements apply.
8. Data Protection
Officers
Yes, specific requirements apply.
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9. International
Data Transfers
Under the Alberta PIPA, there are no formal restrictions
on transfers of Personal Information from Canada to
other jurisdictions. However, it is recommended that
appropriate data transfer agreements be put in place
to address the obligations of recipients of Personal
Information in the context of onward transfers.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes, there is a complaints process and fines may be
imposed.
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1. Law Applicable The Personal Information Protection Act (British Columbia),
S.B.C. 2003, c. 63. (“B.C. PIPA”) and Personal Information
Protection Act Regulations, B.C. Reg.473/2003 (“B.C. PIPA
Regulations”).
The purpose of the B.C. PIPA is to govern the collection,
use and disclosure of Personal Information (“Personal
Information”) by organizations in a manner that
recognizes both the right of individuals to protect their
Personal Information and the need of organizations
to collect, use or disclose Personal Information for
purposes that a reasonable person would consider
appropriate in the circumstances.
An organization includes a person (which at law includes
corporations), an unincorporated association, a trade
union, a trust or a not-for-profit organization. It excludes
a “private trust,”and an individual “acting as an employee.”
2. Scope of the Law
a) Personal Data The B.C. PIPA applies to Personal Information (“Personal
Information”) about an identifiable individual (“Data
Subject”) and includes employee Personal Information,
but does not include:
• business contact information; or
• work product information.
The B.C. PIPA applies to a “Document” which includes:
• a thing on or by which information is stored; and
British Columbia, Canada
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• a document in electronic or similar form.
B.C. PIPA does not apply to general information used
to operate the organization’s business.
The B.C. PIPA applies broadly to the collection, use,
disclosure, handling and care, and any other processing
of Personal Information in any form or representation,
including electronic data recorded or stored on any
medium, computer system or other similar device,
and that can be read or perceived by a person, system,
or other device (e.g., display, printout, audio/video
recording, or other data output).
b) Data Processing Processing is not expressly defined in the B.C. PIPA but
is a broad concept that encompasses an operation
or set of operations performed on Personal Information
pursuant to guidance or instruction of the Data
Controller, including the handling, collecting, recording,
disclosing, storing, correcting, amending, organizing,
communicating, or deleting of Personal Information –
whether on a manual or automated basis.
c) Processing by
Data Controllers
The B.C. PIPA applies with limited exceptions to “every
organization” [Pt. 1, s. 3(1)]. It covers commercial and
not-for-profit activities and employee Personal Information
within employment relationships. The B.C. PIPA does
not apply:
• if collection, use or disclosure is for personal or
domestic purposes, journalistic, artistic or literary
purposes or where the Personal Information
Protection and Electronic Documents Act, S.C. 2000,
c.5 (“PIPEDA”) or the B.C. Freedom of Information
and Protection of Privacy Act (FOIPPA) applies [Pt. 1,
s.3(2)a-d];
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• to Personal Information in a court document
[Pt. 1, s.3(2)e];
• to Solicitor-client privilege information [Pt. 1, s.3(3)];
• to information available by law to a party or a
proceeding [Pt. 1, s.3(4)]; and
• to the collection of Personal Information that was
collected prior to the date the legislation came into
force [Pt. 1, s.3(2)(i)].
The B.C. PIPA applies to Personal Information that:
• an organization considers appropriate in the
circumstances; and
• is under its control, including Personal Information
that is not in the custody of the organization.
PIPEDA will continue to apply to transfers of Personal
Information across borders. Accordingly, organizations
must obtain consent with respect to the disclosure of
information collected prior to January 1, 2004, where
such information is transferred outside British Columbia
for use in another Canadian jurisdiction.
d) Jurisdiction/
Territoriality
The B.C. PIPA applies to provincially regulated businesses,
non-profit organizations, trade unions and other
organizations in British Columbia. However, PIPEDA
will in most instances still apply to provincially regulated
organizations when they transfer Personal Information
across British Columbia’s borders in the course
of commercial activity (i.e., for consideration).
Organizations should thus consider obtaining consent,
as appropriate, in connection with such trans-border
transfers. PIPEDA will also still apply to federally
regulated organizations operating in British Columbia.
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e) Sensitive
Personal Data
The form of the consent sought by the organization
pursuant to Section 3 below may vary, depending upon
the circumstances and the type of information to be
collected, used or disclosed. In determining the form
of consent to use, organizations are required to take into
account the sensitivity of the information.
Although some information (for example, health and
financial information) is almost always considered to be
sensitive, any information can be sensitive, depending
on the context. In such circumstances, as a best practice,
organizations should obtain a clear and express consent
[Pt.3, s. 8(3)(d)].
f) Employee
Personal Data
Employee Personal Information includes Personal
Information about a Data Subject that is collected, used
or disclosed solely for the purposes reasonably required
to establish, manage or terminate an employment
relationship between the organization and that Data
Subject, but does not include Personal Information that
is not about a Data Subject’s employment. Employee
Personal Information does not include business contact
information or work product information.The term
“employees” is defined to include volunteers.
3. Consent
Requirements
a) General An organization must not collect, use or disclose Personal
Information about a Data Subject without first obtaining
consent [s. 6(1)(2)]. In order for a consent to be valid,
the organization must inform the Data Subject, verbally
or in writing, of the purpose for the collection of his/her
Personal Information [Pt. 3, s. 7(1)].
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An organization must not, as a condition of supplying a
product or service, require a Data Subject to consent to
the collection, use or disclosure of Personal Information
beyond what is necessary to provide the product or
service [Pt. 3, s. 7(2)].
Consent shall not be obtained by providing false
or misleading information respecting the collection,
use or disclosure of information through deception
[Pt. 3, s. 7(2)(3)].
The B.C. PIPA recognizes the following types of consent:
• express consent;
• deemed consent; and
• opt-out consent.
An organization may not collect, use or disclose Personal
Information for a purpose different than the purpose for
which it was collected [Pt. 3, s. 8(4)].
The B.C. PIPA does not apply to the collection, use or
disclosure of Personal Information that was collected
before January 1, 2004. However, if the Personal
Information that was collected before January 1, 2004,
is used for a new purpose, fresh consent would have
to be obtained in connection with such new purpose.
[Pt. 1, s. 3(2)(i)].
A Data Subject can cancel or change his or her consent
by giving the organization reasonable notice. On receipt
of such notice, an organization must inform the Data
Subject of the likely consequences to the Data Subject
of withdrawing his or her consent.An organization must
not prohibit a Data Subject from withdrawing his/her
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consent to the collection, use or disclosure of Personal
Information. Pursuant to withdrawal of consent to the
collection, use or disclosure of Personal Information by an
organization, the organization must stop collecting, using
or disclosing the Personal Information unless continued
collection, use or disclosure is permitted without
consent [s. 9(1) to (4)]. A Data Subject may not
withdraw consent given for the performance of a legal
obligation or consent given to a credit reporting agency
[Pt. 9, s. 9(5) and (6)].
An organization may collect, use or disclose Personal
Information about a Data Subject without consent, if the
collection is clearly in the interests of the Data Subject;
is necessary for the medical treatment; the collection
is for an investigation or a proceeding; the Personal
Information is publicly available; the organization is a
credit reporting agency; is required or authorized by law;
for disclosures without consent; for the collection of a
debt; or for transfer of Personal Information to a third
party [Pt. 4, s.12(1) and (2); Part 5, s.15(1) and (2); and
Part 6, s.18( 1), (2) and (3)].
An organization may disclose Personal Information
about its employees, customers, directors, officers or
shareholders without their consent, to a prospective
party in a business transaction.A business transaction
is defined to mean the purchase, sale, lease, merger,
amalgamation, acquisition or disposal of an organization
(or part of an organization) or any business or activity
or business asset of an organization. If a business
transaction does not proceed or is not completed,
a prospective party must destroy or return to the
organization any Personal Information the prospective
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party collected about the employees, customers, directors,
officers and shareholders of the organization.The
organization is not authorized to disclose Personal
Information to a party or prospective party for purposes
of a business transaction that does not involve substantial
assets of the organization other than this Personal
Information [Pt. 6, s.20].
An organization may disclose, without the consent of
a Data Subject, Personal Information for a research
purpose, including statistical research and for archival
or historical purposes [Pt. 6, s.21 and 22].
b) Sensitive Data An organization should seek express consent when
Personal Information is likely to be considered sensitive,
having regard to the reasonable expectations of the Data
Subject.This is intended to ensure that the consent is
given freely and is provided on an informed basis.Thus,
at a minimum, a request for consent should refer to
(i) the nature of the information to be collected, used or
disclosed; (ii) the specific uses to which the information
will be put by the parties receiving it; and (iii) the
identity of the parties to whom information is to be
disclosed, as applicable.A request for consent should
also specify, in simple terms, what channels are available
(i.e., e-mail, regular mail, 1-800 number, etc.) for the
Data Subject to amend or withdraw his or her consent.
It should be noted that the more sensitive the Personal
Information is the greater likelihood that express
consent is required for its collection, use and
disclosure.
54
Baker & McKenzie
Issue Position in British Columbia, Canada
c) Minors The guardian of a minor may give or refuse consent
to the collection, use and disclosure of Personal
Information of the minor if the minor is incapable of
exercising that right in the circumstances [B.C. PIPA
Regulations, s. 2].
d) Employee
Consent
An organization may collect, use and disclose employee
Personal Information without the consent of the Data
Subject, if the collection is reasonable for the purposes
of establishing, managing or terminating an employment
relationship between the organization and the Data
Subject.An organization must notify the Data Subject
that it will be collecting employee Personal Information
about the Data Subject and the purposes for the collection
before the organization collects the employee Personal
Information without the consent of the Data Subject.
[Pt. 4, s.13, Pt. 5, s.16 and Pt. 6, s.19].
e) Online/
Electronic
Consent
Electronic consent will suffice if appropriate steps are
taken to ensure a Data Subject is aware of the Data
Controller’s data processing practices and policies
(e.g., inclusion of an appropriately accessible hyperlink,
i.e., directly above a consent button).
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
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b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
There are no formal registration requirements.
8. Data Protection
Officers
Yes, specific requirements apply.
9. International
Data Transfers
Under the B.C. PIPA, there are no formal restrictions
on transfers of Personal Information from Canada to
other jurisdictions. However, it is recommended that
appropriate data transfer agreements be put in place
to address the obligations of recipients of Personal
Information in the context of onward transfers.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes, individuals may file complaints and fines may be
imposed.
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1. Law Applicable An Act Respecting the Protection of Personal Information in the
Private Sector, R.S.Q., c. P-39.1 (the “Quebec Act”).
2. Scope of the Law
a) Personal Data Personal Information is any information which relates to
a natural person (“Data Subject”) and allows that person
to be identified (Personal Information”) [s. 2]. The
Quebec Act applies to such information whatever the
nature of its medium and whatever the form in which
it is accessible, whether written, graphic, taped, filmed,
computerized, or other. However, the Quebec Act does
not apply to oral disclosures of Personal Information.
The Personal Information must be in an accessible
recorded form.The expression of an opinion about a
Data Subject is a description of that Data Subject and,
therefore, qualifies as his or her Personal Information.
It is the nature of the information that characterizes it
as Personal Information under the Quebec Act.
The Quebec Act, which has been in force since 1994,
deals with the protection of Personal Information
relating to other persons which a person collects, holds,
uses or communicates to third persons in the course of
carrying on an enterprise.The Quebec Act applies to
both natural and legal persons carrying on an enterprise.
b) Data Processing Processing is not expressly defined in the Quebec Act
but is a broad concept that encompasses an operation or
set of operations performed on Personal Information
Quebec, Canada
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pursuant to guidance or instruction of the Data
Controller, including the handling, collecting, recording,
disclosing, storing, correcting, amending, organizing,
communicating, or deleting of Personal Information –
whether on a manual or automated basis.
c) Processing by
Data Controllers
A “file” (which is broadly defined as a group of organized
data elements in some form of media – e.g., in writing,
electronic media) may only be established when there is
a serious and legitimate reason for doing so. The purpose/
object of a file must be determined when the file is first
established [s. 4]. Personal Information for a file (described
above) may be collected only as necessary for the object
of the file [s. 5].
A Data Controller cannot deny a Data Subject goods
or services based only on the Data Subject’s refusal to
disclose his or her Personal Information, unless:
• it is necessary for the conclusion or performance
of a contract;
• it is authorized by law; or
• there are reasonable grounds to believe that the
request is not lawful.
The Quebec Act expressly extends the foregoing
prohibition to the employment context. An enterprise
cannot refuse a Data Subject’s request for employment
by reason only that the Data Subject has refused to
disclose Personal Information, unless the information
is necessary for determining whether the Data Subject
is a suitable employment candidate.
d) Jurisdiction/
Territoriality
All persons carrying on an enterprise in Quebec are
subject to the Quebec Act, even if the enterprise’s head
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office is elsewhere. An enterprise cannot avoid the
application of the Quebec Act by transferring files
containing Personal Information collected, held and
used in Quebec to a location outside the province.
The Personal Information Protection and Electronic Documents
Act (“PIPEDA”) does not apply to those organizations in
the province of Quebec that are subject to the Quebec
Act with respect to their collection, use and disclosure
of Personal Information within the province. PIPEDA
also applies to (i) federal works, undertakings and
businesses in the province of Quebec and (ii) all
transborder collections, uses and disclosures of
Personal Information in the course of commercial
activity.
e) Sensitive
Personal Data
The Quebec Act does not include a definition of
Sensitive Personal Information.
f) Employee
Personal Data
The Quebec Act does not include a definition of
Employee Personal Information.
3. Consent
Requirements
a) General Consent to the communication or use of Personal
Information must be manifest, free, and enlightened,
and must be given for a specific purpose. A consent
that does not meet these requirements is without effect.
A valid consent need not be in writing, but it must be
precise and given for particular purposes. The Quebec
Act prohibits the use of overly broad forms of consent.
A new consent is required for each new purpose [s.14].
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While the Quebec Act does not define “manifest, free
and enlightened,” these terms suggest that consent must
be evident, uncoerced and informed.
An enterprise must provide Data Subjects with
an opportunity to opt out of using their Personal
Information for internal marketing purposes [ss. 23,
24, and 25].
b) Sensitive Data An organization should seek express consent when
Personal Information is likely to be considered sensitive,
having regard to the reasonable expectations of the Data
Subject.This is intended to ensure that the consent is
given freely and is provided on an informed basis.The
more sensitive the Personal Information is, the greater
likelihood that express consent is required for its
collection, use and disclosure.
c) Minors The Quebec Act does not include any unique consent
requirements applicable specifically to minors.
d) Employee
Cconsent
The Commission may, on written request and after
consulting the professional orders concerned, grant
a person authorization to receive communication of
Personal Information on professionals regarding their
professional activities, without the consent of the
professionals concerned, if it has reasonable cause
to believe:
• that the communication protects professional
secrecy, especially in that it does not allow the
identification of the person to whom the professional
service is rendered, and does not otherwise invade
the privacy of the professionals concerned;
• that the professionals concerned will be notified
periodically of the intended uses and the ends
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contemplated and will be given a valid opportunity
to refuse to allow such information to be preserved
or to allow such information to be used for the
intended uses or the ends contemplated; and
• that security measures have been put into place to
ensure the confidentiality of Personal Information.
Such authorization shall be granted in writing. It may be
revoked or suspended if the Commission has reasonable
cause to believe that the authorized person is not
complying with the above prescriptions, the intended
uses or the ends contemplated.
The authorized person may communicate such Personal
Information if:
• the information is communicated in a combined
form that does not allow the identification of a
specific professional act performed by a professional;
• the professionals concerned are periodically given a
valid opportunity to refuse to be the subject of such
a communication of information; and
• the person receiving communication of such
information undertakes to use the information only
for the intended uses and the ends contemplated
[s. 21.1].
e) Online/
Electronic
Consent
The Quebec Act does not include any provisions
concerning written versus electronic consents. However,
electronic consent will suffice if appropriate steps are
taken to ensure a Data Subject is aware of the Data
Controller’s data processing practices and policies
(e.g., an appropriately accessible hyperlink, i.e., directly
above a consent button).
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4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
Yes, specific requirements apply.
9. International
Data Transfers
An enterprise subject to the Quebec Act which either
communicates Personal Information outside Quebec
about Quebec residents or gives a person outside
Quebec the authority to hold, use or communicate
the information on his or her behalf is still accountable
for that information and must take all reasonable steps
to ensure that the information is not used for purposes
irrelevant to the object of the file, nor communicated
to third parties without consent of the Data Subject
to whom the information relates.
10.Security
Requirements
Yes, specific requirements apply.
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11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes, the Commission may issue orders and fines may be
imposed.
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1. Law Applicable In general, the concept of personal or data privacy
protection is not well developed in China. The term
“privacy” in the Chinese language is often vague in its
meaning under the Chinese law.
The General Provisions of the Civil Code of the PRC (effective
as of 1 January 1987) (the “Civil Code”), and the Opinion
of the Supreme People’s Court on Several Problems in the
Implementation of the Civil Code (issued in 1988 and
revised in 1990) and the Answers of the Supreme People’s
Court to Several Questions on Trying Cases Concerning Right to
Reputation (effective on 7 August 1993) (collectively the
“Opinions”) address several issues relating to “privacy.”
There are also isolated and vaguely drafted provisions
in Chinese regulations governing employment,
telecommunications, and record retention requirements,
which raise additional considerations with respect to
data privacy.
2. Scope of the Law The Civil Code provides that individual citizens shall
have the right to their name, reputation, personal
dignity, and honor, but the Opinions limit the scope
of actionable infringement of personal privacy right
under the Civil Code to the following scenarios:
• where the private affairs of another citizen are
publicized (whether in writing, orally, or by other
means) without authorization and his/her right
to his/her reputation is affected as a result;
• where there is a fabrication of facts to vilify
another citizen’s character and his/her right
to his/her reputation is affected as a result; or
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• where there is any use of such means as insult or
defamation to damage another person’s reputation
and his/her right to his/her reputation is affected
as a result.
In general, telecom and internet service providers are
required to obtain consent from individual users prior
to disclosure of personal information. However,
this obligation to obtain consent is not applicable
if the information is sought by the Police or other
government authorities.
a) Personal Data Neither the Civil Code nor the Opinions refer to the
term “personal data.” The relevant term used in the Civil
Code and the Opinions is “private affairs” of an individual.
The term “private affairs” is not defined but potentially
includes any types of personal information relating to
individuals.
b) Data Processing Neither the Civil Code nor the Opinions address the
issue of data processing. It is generally accepted that
data processing is permitted so long as the effect of
such processing does not fall into any of the scenarios
described in Sections 2 above and Sections 9 and 11
below.
c) Processing by
Data Controllers
Neither the Civil Code nor the Opinions address the
issue of data processing. It is generally accepted that
data processing is permitted so long as the effect of such
processing does not fall into any of the scenarios described
in Section 2 above and Sections 9 and 11 below. No
distinction has been drawn between a data controller
and any other user of personal data.
d) Jurisdiction/
Territoriality
The Civil Code and the Opinions do not have any extra-
territorial effect (i.e., the Civil Code and the Opinions
only apply to persons and activities in China).
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e) Sensitive
Personal Data
No such term is defined under the Civil Code or the
Opinions. Under Chinese censorship rules, sensitive
data is generally associated with prohibited data.
Prohibited data generally includes data which may
harm the interests of the State, cause social instability
or infringe another person’s rights. In China, personal
data relating to religious or other beliefs or political
opinions may be regarded as prohibited data. The
production, reproduction, access and dissemination
of such data is prohibited.
f) Employee
Personal Data
Although we are not aware of any definition under
Chinese law of “employee personal data,” general rules
governing record retention of enterprises refer to
special retention and local government/trade union
consent requirements for documents and materials
that arise from the operation and management of an
enterprise whose preservation is of “value to the State,
society and the enterprise.” Our recent discussions
with selected government officials indicate that
such materials could include the personal data of
employees, and it is recommended that local authorities
be consulted regarding certain categories of data
(e.g., health records, disciplinary action, pensions,
social security information, etc.).
3. Consent
Requirements
a) General Except in certain circumstances such as in Section 2
above, consent of the data subject is not required but,
in practice, is recommended.
b) Sensitive Data No such term is defined under the Civil Code or the
Opinions (see Section 2(e) above).
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c) Minors Not applicable (see Section 3(a) above).
d) Employee
Consent
Not applicable (see Section 3(a) above). If data falls
within the scope of having “value to the State, society 
and the enterprise” according to the interpretation of
selected government officials, the consent of the local
government authority in charge of archives is required.
In certain special cases, trade union consultation or
consent is also recommended. If an employer has
formulated a data processing policy, and such policy
forms part of the employer’s company rules, the employer
is required to consult the employees’ opinions through
the trade union, the employee representatives’ assembly
or other means. Such consultations are in place to ensure
that “democratic procedures” are adopted before such
policies are introduced. There is no guidance on what
steps would constitute “democratic procedures.” Some
local regulations or guiding opinions on “democratic
management” by enterprises suggest that the company
rules are required to be passed in employee representatives’
assembly or other means. However, from a practical
standpoint, the local Labor Bureau and trade union body
should be consulted as they could confirm that no action
is required.
e) Online/
Electronic 
Not applicable (see Section 3(a) above).
4. Information/
Notice
Requirements
No specific requirements apply, but recommended.
5. Processing Rules No specific requirements apply.
6. Rights of
Individuals
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a) Access Right No specific requirements apply.
b) Additional
Rights
(see Section 2 above) 
7. Registration/
Notification
Requirements
No specific requirements apply, but recommended in
some cases.
8. Data Protection
Officers
No specific requirements apply.
9. International
Data Transfers
Transfers of personal data out of China are permitted so
long as the effect of such transfer does not fall into any
of the scenarios described in Section 2 and Section 2(e)
above.
Selected regulations suggest that local government
authorities in charge of archives should be consulted
before the implementation of international data transfers.
10.Security
Requirements
No specific requirements apply, except with respect to
network security regulations.
11.Special Rules for
the Outsourcing
of Data
Processing to
Third Parties
No specific rules apply; however, certain sectors such as
the financial sector may impose specific requirements.
12.Enforcement
and Sanctions
Any infringement of privacy rights (as described in
Section 2 above) may give rise to claims for injunctive
relief and compensatory damages. Administrative
penalties (including issuing a warning, confiscating illegal
income, imposing a fine, revoking the business license,
etc.) may be imposed for production and dissemination
of prohibited data.
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In serious cases, the above-mentioned activities may
amount to a violation of the Law of the PRC on
the Imposition of Penalties in Connection of the Administration
of Law and Order (effective from 1 March 2006) (the
“Penalties Law”). The Penalties Law is applicable to
cases where the circumstances are not serious enough to
amount to a crime but the administrative penalties are
insufficient. Penalties imposed by the Public Security
Bureaus under the Penalties Law include detention of up
to 20 days.
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1. Law Applicable The Czech Data Protection Act No. 101/2000 Coll.
(“CDP”), effective 1 June 2000, implementing the Data
Protection Directive (95/46/EC).
2. Scope of the Law
a) Personal Data The CDP applies to the processing of any information
relating to natural persons (“Data Subjects”) who can
be identified either directly or indirectly from that
information, in particular by reference to a number,
code or to one or more factors specific to their physical,
physiological, mental, economic, cultural or social
identity (“Personal Data”).
b) Data Processing According to the CDP, processing of Personal Data
means any operation or a set of operations, systematically
executed by a Data Controller (see Section 2(c), below)
in an automatic or other manner (“Processing”).
Processing means, in particular, the collection of Personal
Data, its storage on data carriers, retrieval, modification
or alteration, searching, using, transferring, distributing,
publishing, preserving, exchanging, sorting or combining,
blocking or liquidating (i.e., deleting or destroying)
Personal Data.
The CDP applies to any Processing of Personal Data,
whether executed automatically (e.g., electronically) or
otherwise, and thus both hard and soft/electronic copy
records of Personal Data are covered by the CDP and
considered data carriers.
The CDP does not apply to Personal Data processed for
purely personal purposes or to the occasional collection
of Personal Data which is not subsequently processed
any further.
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c) Processing by
Data Controllers
Any person or entity (e.g., an employer) who specifies
the purpose and the means of the Processing of Personal
Data, executes such Processing and is responsible for it,
is viewed as a Data Controller (“Data Controller”) for
the purposes of the CDP.
d) Jurisdiction/
Territoriality
The CDP applies to Processing carried out by Data
Controllers established in the Czech Republic as well
as foreign-established Data Controllers that process
Personal Data in the Czech Republic except for transfer
of Personal Data through the territory of the European
Union (including the Czech Republic).
e) Sensitive
Personal Data
The CDP imposes additional requirements for the
Processing of sensitive Personal Data – that is, data
relating to nationality, racial or ethnic origin, political
attitudes, membership of trade unions, religious and
philosophical beliefs, criminal convictions, health
conditions and sexual life, or any other biometric
or genetic data.
Sensitive Personal Data may be processed only if the
Data Subject has given explicit (namely written)
Consent to such Processing, subject to the following
specific exceptions stipulated in the CDP:
• the Processing is necessary to protect the vital
interests of the Data Subject, or to address an
immediate danger threatening his property, and
where the Data Subject is physically, mentally, or
legally incapable of giving Consent, or is missing,
or because of any similar reason;
• the Processing is necessary for providing health care,
public health protection, health insurance, public
administration in the area of healthcare, or
examination of health conditions pursuant to
a specific law;
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• the Processing is necessary to fulfill the obligations
and rights of the Data Controller in the field of
employment or labor law (arising under a specific
Act);
• the Processing (i) is carried out in the course of
legitimate activities by a foundation, association or
any other non-profit-seeking body with a political,
philosophical, religious or trade union aim, (ii) is
duly authorized, (iii) relates only to the members of
such a body, and (iv) Personal Data is not disclosed
without the Consent of the Data Subject;
• the Processing of Personal Data is required to provide
health insurance, social security insurance, old age
pension security, state social subsidy and other social
care according to specific laws;
• the Processing relates to Personal Data that is made
public by the Data Subject;
• the Processing is necessary for the establishment or
exercise of legal claims; or
• Personal Data is processed only for archive purposes
pursuant to a special law.
f) Employee
Personal Data
The CDP does not recognize a special category of
employee Personal Data and, therefore, the general rules
for Processing in the CDP apply to such Personal Data.
However, in the case of an employment relationship, if
the scope of Personal Data collected does not exceed the
scope of data required for concluding or performing an
employment agreement under the Czech Labor Code,
employee Consent (as defined in Section 3(a), below)
and notification to the Data Protection Office (“Office”)
(see Section 7, below) would not be required. However,
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the Labor Code does not specifically state what Personal
Data is necessary for concluding or performing an
employment relationship.
Sensitive Personal Data, by its definition, does not fall
within the scope of employee Personal Data which can
be collected and processed without the employee’s
Consent. Nevertheless, it is arguable, and such argument
is generally acknowledged by the Office, that any Personal
Data that is collected for the purpose of an employment
agreement and granting of additional employee benefits
can be collected without the employee’s Consent
(e.g., data regarding name, address, date of birth,
citizenship, phone numbers, education, salary, bonus,
social security, bank account, etc.).
A fallback justification for Processing both sensitive and
non-sensitive Personal Data in the employment context
may be if the employee as the Data Subject provides
Consent (see Section 3(d) on Employee Consent).
According to the CDP, the fact that the sensitive
Personal Data belongs to an employee is not relevant in
respect of the rules for Processing of such Personal Data.
Accordingly, any Processing of any sensitive Personal
Data in excess of the scope permitted under the Labor
Code must be justified by the employee’s Consent or
another ground in Section 2(e).
3. Consent
Requirements
a) General Subject to a few exceptions stipulated in the CDP (see
Section 5,below), the Data Controller may process Personal
Data only with the Consent of the Data Subject.
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According to the CDP, “consent of the Data Subject” is a
free and informed indication by the Data Subject that he
agrees to the Processing of his Personal Data (“Consent”).
Upon giving his Consent to the Processing of his Personal
Data, the Data Subject must be informed of: (i) the
purpose(s) of Processing for which the Consent is given,
(ii) the scope of the Personal Data being processed, (iii)
the Data Controller to which the Consent is given, and
(iv) the period of time for which the Consent is given.
The Data Subject can revoke the Consent at any time.
The Data Controller must be able to prove the existence
of the Consent during the entire period of the Processing
of Personal Data. Given the foregoing and, according
to the published decisions and standpoints of the Office,
Consent expressed in writing meets the legal requirements
under the CDP.
The CDP does not stipulate in what language the Consent
must be given. The Office regularly proceeds in the
Czech language; however, in practice, the Office is
flexible in this area and usually accepts documents in the
English language. In addition, Consent can be translated
into the Czech language should the Office so require.
b) Sensitive Data Subject to the specific exceptions stipulated in the CDP
(see Section 2(e), above), sensitive Personal Data may be
processed only if the Data Subject has given explicit
(namely written) Consent to such Processing. Upon
giving his Consent to the Processing of sensitive Personal
Data, the Data Subject must be informed of (i) the
purpose(s) of Processing for which the Consent is given,
(ii) the scope of the Personal Data being processed,
(iii) the Data Controller to which the Consent is given,
and (iv) the period of time for which the Consent is
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given. The Data Controller must be able to prove the
existence of the Consent during the entire period of
the Processing of Personal Data and the Data Subject
can revoke the Consent at any time.
c) Minors According to the Czech Civil Code, a person becomes
fully competent to acquire and assume rights and
obligations through legal acts upon reaching the age of
18 years. However, the Civil Code also stipulates that
minors (i.e., persons below 18 years of age) can execute
such legal acts in law which correspond to the level of
their mental and moral maturity. In addition, the Civil
Code regulates certain specific rights of minors who
have reached the age of 15 years (e.g., right to express
last will).
Given the foregoing, a strong argument can be made,
and has been repeatedly acknowledged by the Office,
that minors between 15 and 18 years of age can execute
legal acts in relation to their Personal Data (i.e., can
provide a Consent to Data Controller). Their statutory
representatives (e.g., parents) represent and act on behalf
of minors below 15 years of age.
d) Employee
Consent
There are no special rules or limitations stipulated in the
CDP in relation to Consent granted by an employee to
the employer. Therefore, the general rules for Consent
by a Data Subject to Processing of his Personal Data
apply to employee Consent.
e) Online/
Electronic
Consent
Consent can also be given electronically as long as the
Data Controller technically assures that each Consent
can be unequivocally assigned to a particular, identified
Data Subject and it includes all required information.
An electronic signature that meets the requirements set
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forth in the Czech Act on Electronic Signatures
(implementing EU Directive 1999/93/EC) provides
the highest standard of legal certainty with respect to
identification of the acting person. It is therefore advisable
to comply with these requirements wherever possible.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
No specific requirements apply.
9. International
Data Transfers
According to the CDP, Personal Data can be transferred 
• to EU member states without any limitation; and
• to third countries (i.e., non-EU countries) if (i) such
transfers are permitted under an international treaty
ratified by the Czech Parliament and binding on the
Czech Republic or (ii) Personal Data is transferred
on the basis of the decision of an EU authority.
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If the abovementioned conditions are not met, Personal
Data can only be transferred to recipients outside the
Czech Republic if:
• the Data Subject has given Consent to or instructions
for the transfer;
• the recipient’s country provides sufficient special
safeguards for protection of Personal Data which
are specified in an agreement between the Data
Controller and the recipient of the transferred
Personal Data, provided that such an agreement:
(i) ensures application of the special safeguards or
(ii) includes the standardized contractual clauses
published in the Office’s Gazette. In addition to
the EU countries, the Office considers Switzerland,
Norway, Argentina, Guernsey, Iceland, the Isle
of Man, Canada and Liechtenstein as providing
sufficient special safeguards for cross-border data
transfer. Although the Office does not consider
the US to be a “safe” country in this respect, Data
Controllers can benefit from the Safe Harbor
Agreement when transferring Personal Data
to recipients located in the US;
• the transfer is made from a public register or a
register accessible to everyone who proves a legal
interest;
• the transfer is necessary for the establishment or
exercise of an important public interest arising
under a special Act or an international treaty binding
on the Czech Republic;
• the transfer is necessary for the performance of a
contract to which the Data Subject is party, or if the
Processing is essential for the Data Subject to enter
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into negotiations for the formation of a contractual
relationship or for the amendment of an existing
contract;
• the transfer is necessary for the conclusion or
performance of a contract entered into between the
Data Controller and third parties in the interests of,
or at the request of, the Data Subject; or
• the transfer is necessary for the protection of the
rights or vital interests of the Data Subject, especially
for the protection of the Data Subject’s life or
provision of healthcare.
Subject to the exemptions provided by (i) international
treaties ratified by the Czech Parliament and binding
on the Czech Republic (e.g., the Council of Europe
Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data (ETS No. 108)
(“Convention 108”), to which the Czech Republic is a
signatory), or (ii) decisions of the competent bodies of
the European Union (e.g., decision No. 2000/520/EC
of the European Commission on the adequacy of the
protection provided by the Safe Harbor privacy principles
and related frequently asked questions issued by the US
Department of Commerce), the Data Controller must
apply for Office approval in relation to every transfer of
Personal Data to a third country (i.e., non-EU country).
Since the Czech Republic is a signatory country to
Convention 108, the provisions of Convention 108
supersede the provisions in the CDP regarding the
transfer of Personal Data to other countries.
According to Article 12 of Convention 108, a contracting
state must not, for the sole purpose of the protection of
privacy, prohibit or subject to special authorization cross-
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border flows of Personal Data going to the territory of
another contracting state. Article 12 applies to transfers
across national borders, by whatever medium, of Personal
Data undergoing automatic processing or collected with
a view to being automatically processed.
At the time of writing, the following countries are
contracting states to Convention 108: all EU countries,
Albania, Bosnia and Herzegovina, Bulgaria, Croatia,
Georgia, Iceland, Luxembourg, Moldova, Montenegro,
Norway, Romania, Russia, Serbia, Switzerland, the former
Yugoslav Republic of Macedonia,Turkey, and Ukraine.
10.Security
Requirements
Yes, specific requirements apply.
11. Special Rules for
the Outsourcing
of Data
Processing to
Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes, potential civil and criminal penalties may be
imposed.
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1. Law Applicable The applicable legislation is the Data Processing, Data
Files and Individual Liberties Act of 6 January 1978
(Loi Informatique et Libertés) (“LIL”) as amended by the
Parliament by a law of August 6, 2004, implementing the
Data Protection Directive (95/46/EC) and completed
by a decree n°2005-1309 of October 20, 2005.
2. Scope of the Law
a) Personal Data LIL applies to the processing of any information
(“Personal Data”) which directly or indirectly allows
the identification of an individual (“Data Subject”).
b) Data Processing “Processing” is extremely widely defined and covers any
operation or set of operations performed on Personal
Data including collection, recording, organization,
storage, consultation, use, disclosure by transmission
and deletion.
LIL applies to both manual and automated data processing.
c) Processing by
Data Controllers
LIL applies to persons who determine the purposes for
which and the manner in which any Personal Data are,
or are to be, processed (“Data Controller”).
d) Jurisdiction/
Territoriality
LIL applies to:
• data processing activities carried out by Data
Controllers established in France; and/or
• data processing activities carried out by Data
Controllers established outside the EU that make
use of equipment located in France (other than
merely for the purposes of transit).
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e) Sensitive
Personal Data
LIL prohibits the processing of sensitive Personal Data –
that is, Personal Data directly or indirectly relating to
racial or ethnic origins, political opinions, trade union
membership, religious or philosophical beliefs, health
or sexual life. However, sensitive Personal Data can be
processed if the purpose of the processing justifies it, and
provided one of the following conditions is met:
• the Data Subject has given his express (i.e., written)
consent subject to certain restrictions;
• the processing is necessary in order to protect the
vital interests of an individual, and the Data Subject
is unable to express his consent (where the Data
Subject is physically or legally incapable of giving
consent);
• the processing is carried out by churches or religious,
philosophical, political or union organizations, for
the purpose of keeping records of their members
or correspondents;
• the Personal Data in question has been made public
as a result of steps deliberately taken by the Data
Subject;
• the processing is necessary for the management
of legal claims;
• the processing is carried out by a health organization,
subject to a duty of confidentiality, and is only
undertaken for specific purposes;
• the processing is carried out by the National Institute
of Statistics and Economic Studies (INSEE) or the
Ministry’s services, subject to specific requirements;
• the processing is carried out in the context of medical
research;
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• the Personal Data has been subject to an anonymization
process which has been approved by the French Data
Protection Authority, Commission Nationale de
l’Informatique et des Libertés (“CNIL”), and the
processing is carried out under specific conditions;
and
• the processing is carried out in the “public interest”
and has been authorized by the CNIL.
Certain Personal Data is subject to specific restrictions
or prohibitions:
• the processing/use of social security numbers is
restricted to the payment by employers of applicable
fees to social security, health and retirement
organizations;
• Personal Data relating to criminal records can
be collected or processed, but only by judicial
authorities in the exercise of their functions; and
• the processing of Personal Data relating to health is
subject to specific requirements if carried out in the
field of research.
f) Employee
Personal Data
LIL does not provide for specific rules with respect to
employees’ Personal Data. However, the CNIL has
published several recommendations and opinions which
apply specifically in the employment context and in
particular, in respect of the following matters:
• data collection in the recruitment process;
• monitoring of employees’ activity;
• video surveillance;
• badges;
• use of the National Security Number;
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• PABX;
• ethics lines;
• global positioning determinization
(“geolocalization”); and
• discrimination.
In addition, the CNIL participates in and usually follows
the opinions of the Article 29 Working Party3 (see in
particular Section 3(e), below).
3. Consent
Requirements
a) General Pursuant to LIL, consent of the Data Subject is one of
the bases for processing Personal Data (see Section 5,
below, for other valid justifications).
When consent is used as a justification for processing,
consent must be informed, specific and unambiguous.
The consent must be drafted in French.
However, consent is not necessary if the purpose is
legitimate provided that the Data Subject has been
informed of the data collection and processing as soon
as such operations are made.
b) Sensitive Data Sensitive Personal Data cannot be processed without
the specific and express consent of the Data Subject
(see Section 2(e), above, for exceptions). Express consent
is satisfied by either written consent or by a double-
click, if consent is given over the Internet.
c) Minors The consent of a parent or guardian is required for
individuals under the age of 18 (otherwise, collection
____________________
3 Effectively the EU Advisory Body on Data Protection and Privacy.
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would be considered as unfair). Further, no information
on family, way of life, etc., should be collected from
a minor as this would be considered excessive vis-à-vis
the purpose of collection.
d) Employee
Consent
The French Authority does not recognize employee
consent in light of the Article 29 Working Party’s opinion
on the processing of Personal Data in the employment
context, which states that it is misleading for an employer
to try to rely on an employee’s consent as it is unlikely
to be freely given.4
e) Online/
Electronic
Consent
The enforceability of an online consent may be challenged
in court if the Data Subject is not clearly identified.The
burden of proving that an online consent is valid will fall
on the Data Controller. Unless the consent was provided
through an electronic signature that complies with the
technical requirements set forth by the French Civil Code,
the only safe way to obtain an enforceable electronic
consent would be to enter into a prior written agreement
which is sufficiently detailed and in which the Data
Controller and the Data Subject agree that electronic
consent, as described in the agreement, will be valid
proof before the courts that the parties will not challenge.
It is advisable that:
• users are clearly informed in French of the required
information without having to use links; and
• users should not be able to access website content
without having read and accepted a website privacy
policy.
____________________
4 Opinion 8/2001 of the Article 29 Working Party on the processing of personal data in the
employment context of 13 September 2001.
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4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
Yes, it is possible to appoint a data protection officer
subject to certain requirements.
9. International
Data Transfers
Transfer of Personal Data from France to:
• another country within the EU or the EEA;
• Canada;
• Switzerland;
• Argentina;
• Guernsey;
• the Isle of Man; and
• recipients established in the US to the extent they have
chosen to sign up to the Safe Harbor arrangement,
is generally permitted without the need for formal
approval.
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Transfer to other countries, or to recipients in the
US who have not chosen to sign up to the Safe Harbor
arrangement, is prohibited unless:
• the data exporter and the data importer enter into
a data transfer agreement providing for adequate
protection of the data transferred; or
• the Data Subject is not an employee (and the transfer
does not relate to employee data), and has previously
given his unambiguous, informed and express consent.
When the transfer is authorized through the execution
of a data transfer agreement, a copy of such agreement
must be submitted to the CNIL.The copy submitted
upon notification does not need to be the executed copy
but the executed copy will have to be joined eventually.
The CNIL will always accept data transfer agreements
incorporating the model contractual clauses approved by
the European Commission (either model 2001 or ICC
model 2004), for transfers from Data Controller to Data
Controller and for transfer from Data Controller to Data
Processor.
Binding Corporate Rules may also be accepted, but are
subject to some constraints, to evidence that they are
properly implemented and that their enforceability is
ensured internally within the group.
10.Security
Requirements
Yes, specific requirements apply.
11. Special Rules for
the Outsourcing
of Data
Processing to
Third Parties
Yes, specific rules apply.
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12.Enforcement
and Sanctions
Yes, potential civil and criminal penalties may be
imposed.
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1. Law Applicable The amended German Federal Data Protection Act
(Bundesdatenschutzgesetz) (the “BDSG”), effective as of
23 May 2001, implementing the Data Protection Directive
95/46/EC,5 and lastly amended on August 22, 2006.
2. Scope of the Law
a) Personal Data The BDSG applies to the “collection,” “processing,”
and/or “use” of “Personal Data,” i.e., any information
relating to personal or material circumstances of an
identified or identifiable individual (“Data Subject”).
b) Data Processing “Collection” means the acquisition of Personal Data
about the Data Subject.
“Processing” is extremely widely defined and covers the
storage, modification, communication, blocking, and
erasure of Personal Data.
“Use” describes any utilization of Personal Data other
than Processing.
____________________
5 This summary addresses primarily the provisions of the BDSG unless otherwise expressly
marked. In an online context, the Tele Services Data Protection Act (“TDDSG”) must
also be considered.The TDDSG applies to the collection, processing, and/or utilization
of Personal Data by providers of a teleservice. The TDDSG does not apply, however,
if the collection, processing, and/or utilization of Personal Data occurs in service and
employment relationships insofar as teleservices are used exclusively for job-related
or official purposes (i.e., private use of email, Internet, and computers systems is
prohibited, and the prohibition is actually enforced); or within or between companies
or public agencies insofar as teleservices are used exclusively to manage employment
or business processes. The TDDSG became effective as of July 22, 1997 and was
amended on December 14, 2001.
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c) Processing by
Data Controllers
The BDSG applies to the party responsible for the
purposes for which and the manner in which any
Personal Data is, or is to be, collected, processed,
and/or used (“Data Controller”).
d) Jurisdiction/
Territoriality
The BDSG applies to:
• Data Controllers established in Germany that
process, use, and/or collect Personal Data in
Germany;
• Data Controllers established outside Germany but
within an EEA Member State that process, use,
and/or collect Personal Data in Germany through
the Data Controller’s German branch; and  
• Data Controllers established outside the EEA that
collect, process, and/or use Personal Data by using
equipment located within Germany for such purposes
(other than merely for the purpose of transit).
Data Controllers established outside the EEA that process,
collect, and/or use Personal Data within Germany will
generally have to appoint a representative in Germany.
e) Sensitive
Personal Data
The BDSG imposes additional requirements for the
collection, processing, and/or use of special categories
of Personal Data (“Sensitive Personal Data”) – that is,
Personal Data relating to racial or ethnic origin, political
opinions, religious or philosophical beliefs, trade union
membership, or health or sexual life. Specifically, the
collection, processing, and/or use of Sensitive Personal
Data is prohibited unless certain conditions are met,
including:
• the Data Controller obtains the explicit consent
of the Data Subject (see Section 3(b), below);
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• the collection, processing, and/or use is necessary to
protect the vital interests of the Data Subject or of a
third party where the Data Subject is physically or
legally incapable of giving consent;
• the data has evidently been made public by the Data
Subject;
• the collection, processing, and/or use is necessary in
order to assert, exercise, or defend legal claims, and
there is no reason to assume that the Data Subject
has an overriding legitimate interest in excluding the
collection, processing, and/or use;
• the collection, processing, and/or use is necessary
for the purposes of scientific research, and the
scientific interest in carrying out the research
project substantially outweighs the Data Subject’s
interest in excluding collection, processing, and/or
use, and the purpose of the research cannot be
achieved in any other way or would otherwise
necessitate disproportionate effort;
• the collection is necessary for medical purposes and
the processing is undertaken by a health professional
or person with the equivalent duty of confidentiality
as a health professional; or
• the collection, processing, and/or use is necessary
for the activities of trade unions or organizations
of a political, philosophical, or religious nature
and where the data concerned only belongs to the
organizations’ members or persons who maintain
regular contact with the organizations in connection
with the purposes of their activities.
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f) Employee
Personal Data
Employee Personal Data is likely to include Sensitive
Personal Data (e.g., health-related information, religious
denomination) and Personal Data.
An employee’s Sensitive Personal Data may generally
only be processed with the employee’s explicit consent
(as the other circumstances mentioned in Section 2(e),
above, will usually be irrelevant in a standard employment
relationship), unless specific statutory rules (other than
the BDSG) otherwise allow the processing of such data,
as is the case with respect to information regarding
religious denomination for church tax reasons (pursuant
to relevant tax provisions).
An employee’s Personal Data may be processed by a Data
Controller in certain circumstances, including if the
processing activities are necessary for the performance of
the employment contract – i.e., if: (i) they are required
for the fulfilment of primary or collateral contractual
or pre-contractual duties, or (ii) they are necessary to
safeguard justified interests of the Data Controller and
there is no reason to assume that the employee has an
overriding legitimate interest in his Personal Data being
excluded from processing or use.
A fallback justification for processing both Sensitive
Personal Data and Personal Data in the employment
context is the provision of consent by the Data Subject.
However, it is debatable whether consent can be given
validly in the employment context (see Section 3(d) below).
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3. Consent
Requirements
a) General It is not mandatory to obtain the consent of the Data
Subject, but consent is contemplated as a justification
for collection, processing, and/or use and is often one
of the more straightforward ways to justify collection,
processing, and/or use of Personal Data. Consent must
be voluntary, informed, and given in writing – i.e., by
a handwritten signature or by a qualified electronic
signature, unless the circumstances allow for a different
form.
To ensure that any consent obtained from a Data Subject
is “informed,” the Data Subject must be provided with
the following information prior to any collection,
processing, and/or use of Personal Data:
• the identity of the Data Controller (and/or its
representative, if any);
• the purposes of collection, processing, and/or use
of the Personal Data;
• the intended recipients or categories of recipients
and their location (insofar as the circumstances
of the individual case provide no grounds for the
Data Subject to assume that Personal Data will be
transferred to such recipients);
• the categories of data concerned;
• the rights of access and rectification of incorrect
Personal Data;
• any other information that might be relevant for the
Data Subject’s decision whether or not to give his
consent; and
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• insofar as the circumstances of the individual case
dictate or, at the Data Subject’s request, the
consequences of withholding consent.
Although the BDSG does not contain any language
requirement, the concept of “informed” consent generally
requires the consent from German Data Subjects to be
in German in order to enable them to understand without
doubt what they consent to. Where Data Subjects are
proficient in English (or in any other language), consent
also may be sought in English (or the relevant other
language).
If consent is to be given in writing simultaneously with
other declarations, special prominence must be given to
the declaration of consent. German courts are likely to
regard consent given under the term of a standard form
agreement as invalid and require a separate clause and
signature line.
Consent may not be implied from an action or inaction
on the part of the Data Subject.
b) Sensitive Data In addition to the general consent requirements
mentioned in Section 3(a), above, where consent is
relied upon for the collection, processing, and/or use
of Sensitive Personal Data, such written consent must
explicitly include a reference to any Sensitive Personal
Data.
c) Minors It is debatable whether the ability to consent depends on
the ability to understand – i.e., the capacity to understand
the consequences of giving consent (prevailing opinion
of the German Data Protection Authorities (“DPAs”))
or legal capacity.According to the DPAs, depending on
the manner, extent, and purposes of the data processing
concerned, an ability to understand can be assumed for
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minors of around16. Thus, following the DPAs’ opinion,
for minors under the age of 16, consent should be
obtained from a parent or legal guardian.
d) Employee
Consent
German DPAs have raised doubts as to whether a consent
given in the context of an employment relationship can
be considered valid. First, DPAs question whether the
consent would qualify as voluntary given that the employee
may feel forced to consent due to the subordinate nature
of his relationship with his employer.6 Secondly, DPAs
hold that consent would be misleading where statutory
permission to collect, process, and use Personal Data is
available.
e) Online/
Electronic
Consent
Consent may be given electronically, but generally only
if signed with a qualified electronic signature.
A simple digital signature and/or a simple mouse-click
will suffice generally only in the context of teleservices –
i.e., all electronic information and communication services
that are designed for the individual use of combinable
data such as characters, images, or sounds and based on
transmission by means of telecommunication. Consent
given by way of a simple mouse-click is sufficient only
if the following conditions are met:
• there is an unambiguous and deliberate act by the
Data Subject expressing consent to the collection,
processing, or use;
• there is a recording of the consent; and 
• the text of the consent is accessible at any time
by the Data Subject.
____________________
6 At the time of writing, no German court has to date invalidated employee consent on
this basis.
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Recently, we have obtained opinions from German DPAs
in individual cases where such DPAs also allowed the use
of electronic consent outside of the context of teleservices.
This more liberal view is in line with the requirements
of the BDSG, which only requires written consent unless
the circumstances of the individual case warrant a different
form (e.g., typically in an online context with a high
number of users where obtaining written consent
would be regarded as too burdensome). Whether such
circumstances are at hand in the individual case should
be clarified with the relevant DPA on an anonymous basis.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules 
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
Yes, specific requirements apply.
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9. International
Data Transfers
Transfers of Personal Data from Germany to other EEA
countries are generally permitted without the need for
further approval provided such transfers would be legal
within Germany. The same applies with respect to transfers
to Canada, Switzerland, the Isle of Man,Argentina, and
Guernsey, which are subject to European Commission
findings of adequacy (subject to the fulfilment of certain
pre-conditions) in relation to their data protection laws.
Transfers to the US are permitted where the recipient
has registered under the Safe Harbor arrangement and
provided the transfers would be legal within Germany.
Transfer to the US or any other countries outside the
EU/EEA that do not provide an adequate level of data
protection are legal if based on unmodified versions of
the relevant EU Model Clauses, always provided that
transfer would be legal within Germany. In the above
mentioned cases, no DPA notification or approval is
required by law.
Any data transfers based on modified versions of the
relevant EU Model Clauses, or on a data transfer
agreement entirely different from the relevant EU
Model Clause, must be submitted to the competent DPA
for approval. The same is true for data transfers based
on Binding Corporate Rules from the following German
states: Berlin, Schleswig-Molstein, and North Rhine
Westphalia.
Transfers of Personal Data to countries outside the EEA
may further take place based on Section 4 (c)(1) of the BDSG
even without additional measures to ensure an adequate
level of data protection at the recipient’s end where:
• the Data Subject has consented to the transfer;
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• the transfer is necessary for the performance of a
contract between the Data Subject and the Data
Controller, or to take steps at the Data Subject’s
request with a view to entering into a contract with
him;
• the transfer is necessary for the performance of a
contract between the Data Controller and a third
party in the interest of the Data Subject;
• the transfer is necessary to protect the vital interests
of the Data Subject, or for reasons of public interest
or in connection with legal proceedings, or for the
purpose of establishing, exercising, or defending legal
rights; or
• the Personal Data is available from a public register.
Except in cases of transfers under Section 4 (c)(1) of
the BDSG, the general rules concerning the legality of
processing must always be fulfilled (i.e., the transfer
would need to be legal even within Germany).
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules for
the Outsourcing
of Data
Processing to
Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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1. Law Applicable Personal Data (Privacy) Ordinance effective as of
December 20, 1996 (“Ordinance”), and all applicable
codes of practice issued thereunder by the Data
Commissioner.
2. Scope of the Law
a) Personal Data The Ordinance defines “Personal Data” as any data
relating directly or indirectly to a living individual and
such data from which it is practicable to ascertain the
identity of the individual.
b) Data Processing The Ordinance defines “processing” to mean and include
amending, augmenting, deleting or rearranging the Personal
Data, whether by automated means or otherwise.
c) Processing by
Data Controllers
The Ordinance applies to persons who, either alone or
jointly or in common with other persons, control the
collection, holding, processing or use of the Personal Data.
d) Jurisdiction/
Territoriality
The Ordinance applies to any collection, holding,
processing or use of the Personal Data in Hong Kong.
It also applies to all such Data Users who either have
their principal place of business or registered address
in Hong Kong.
e) Sensitive
Personal Data
The Ordinance does not specifically define Sensitive
Personal Data.
f) Employee
Personal Data
The Code of Practice on Human Resource Management
issued by the Data Commissioner and effective as
of September 22, 2000 applies to employee related
Personal Data.
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Employers cannot seek Personal Data from job applicants
unless there is a position which is or may become unfilled.
3. Consent
Requirements
a) General A Data User cannot use the Personal Data for direct
marketing purposes unless it provides the Data Subject
with the option to refuse use of the Personal Data for
such direct marketing purposes.
b) Sensitive
Personal Data
There is no provision that specifically addresses consent
requirements for Sensitive Personal Data.
c) Minors There is no provision that specifically addresses consent
requirements for minors.
d) Employee
Consent
An employer must obtain permission of a new employee
before publicly disclosing any Personal Data in relation
to an appointment announcement unless otherwise
permitted by law.
e) Online/
Electronic
Consent
There is no provision that specifically addresses online/
electronic consent requirements.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
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a) Access Right Yes, specific requirements apply.
b) Additional
Rights
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
No specific requirements apply.
9. International
Data Transfers
The Data User cannot transfer the Personal Data unless:
• the destination jurisdiction has, at a minimum,
equivalent data protection regulations;
• the Data Subject consents in writing; or
• the Data User has exercised due diligence to
ensure that the Personal Data will not be treated
in contravention to the Ordinance.
Note: These requirements are set out in Section 33
which is not yet effective. Therefore, these do not
currently form part of the law in Hong Kong.
10.Security
Requirements
Yes, specific requirements apply.
11. Special Rules for
the Outsourcing
of Data
Processing to
Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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1. Law Applicable Act No. LXIII of 1992 on the Protection of Personal
Data and the Publicity of Data of Public Interest (“Data
Protection Act”), implementing the Data Protection
Directive (95/46/EC).
Act No. XXII of 1992 on the Labor Code (“Labor
Code”).
Act No. CXIX of 1995 on the Handling of Names and
Addresses for the Purposes of Scientific Research and
Direct Marketing.
Act No. XLVII of 1997 on the Protection of Personal
Data Regarding Healthcare and Related Issues
(“Healthcare Data Protection Act”).
Act No. IV of 1978 on the Criminal Code (“Criminal
Code”).
Act No. XXXV of 2001 on Electronic Signatures
(“Electronic Signature Act”).
2. Scope of the Law
a) Personal Data The Data Protection Act applies to the processing of
any information relating or otherwise connected to an
identified or identifiable natural person (“Data Subject”).
An identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an
identification number or to one or more factors specific
to his physical, physiological, mental, economic, cultural,
or social identity. Any conclusion concerning the natural
person that can be drawn from the information being
processed also qualifies as protected personal data
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(“Personal Data”). In the course of data processing, such
information is treated as Personal Data as long as the
Data Subject remains identifiable.
b) Data Processing “Processing” is extremely widely defined and includes
collecting, recording and storing, processing, utilizing
(including forwarding and publishing), data altering,
and preventing further use of the Personal Data.
Photographing, sound and video recording, and the
recording of physical attributes for identification purposes
(such as fingerprints and palm prints, DNA samples,
and retinal images) would also qualify as Processing.
The Data Protection Act applies to manual, partially
automated, and automated data processing.
c) Processing by
Data Controllers
The Data Protection Act applies to those persons,
including any natural or legal person or organization,
who determine the purposes for which and the manner
in which any Personal Data is, or is to be, processed and
who execute the data processing or appoint someone to
process the Personal Data (“Data Controller”). The Data
Protection Act also applies to third-party Data Processors.
d) Jurisdiction/
Territoriality
The Data Protection Act applies to any management or
processing of Personal Data in Hungary, unless the data
processing is carried out solely for the Data Subject’s
own purposes. Furthermore, the provisions of the
Data Protection Act are applicable if a Data Controller
processing Personal Data outside the EU employs a Data
Processor whose registered address or place of business
(branch) or habitual residence is situated in the territory
of Hungary, or if it makes use of equipment situated in
the territory of Hungary unless such equipment is used
solely for the purpose of data transit.
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e) Sensitive
Personal Data
The Data Protection Act imposes additional requirements
for the processing of “Sensitive Personal Data” – that is,
Personal Data relating to racial, national, or ethnic
origin, political opinions or political party membership,
religious or other convictions, membership of a society,
association or trade union, health condition, abnormal
addiction, sexual orientation, and criminal records.
Sensitive Personal Data may be processed only if:
• the Data Subject consents in writing to the data
processing (see Section 3(b), below);
• the processing is required under an international
convention or by an Act of Parliament for the
purpose of enforcing a fundamental constitutional
right, or for national security purposes, crime
prevention, or criminal investigation;
• the data processing is otherwise required by an Act
of Parliament – e.g., it is performed by a health care
professional for the purposes provided by law. The
processing must be performed under an obligation
of secrecy for the provision of medical advice or
treatment; or 
• it is related to health status and the Data Subject
has turned to the medical institution or service
voluntarily. Health-related Personal Data may be
disclosed by a Data Controller only with prior
written consent of the Data Subject or if required
by an Act of Parliament. Health-related Personal
Data may be transferred and interlinked within the
health care system without the consent of the Data
Subject, but Personal Data may be transferred
outside the health care system only if it is required
by an Act of Parliament or if the Data Subject has
consented to it in writing.
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f) Employee
Personal Data
The Labor Code provides that an employee may be
requested to make only such statements, complete such
information sheets, or take such aptitude tests as do not
violate his personal rights and that essentially provide
substantive information for the purposes of establishing
an employment relationship.
Accordingly, employee Personal Data is likely to include
Sensitive Personal Data (e.g., health-related information)
and non-sensitive Personal Data, provided that such data
provides essential information for the purposes of
establishing an employment relationship.
An employee’s Sensitive Personal Data may be processed
in the circumstances mentioned in Section 2(e), above.
An employee’s non-sensitive Personal Data may be
processed by a Data Controller in certain circumstances.
A fallback justification for processing both Sensitive
Personal Data and non-sensitive Personal Data in the
employment context may be if consent is provided by
the Data Subject or if it is required by law (but see the
comments on Employee Consent in Section 3(d), below).
3. Consent
Requirements
a) General The Data Subject’s consent must be freely given
and specific, must be based on accurate and detailed
information, and must be an incontrovertible indication
of the Data Subject’s agreement to the processing of
Personal Data relating to him, without limitation or
with reference to specific operations.
Personal Data may be processed if the Data Subject
consents to the data processing. The Data Protection Act
107
Global Privacy Handbook - Hungary
Issue Position in Hungary
generally does not require that the Data Subject give his
written consent to the processing of his Personal Data –
i.e., the consent may also be given verbally. However,
in the case of a dispute as to the giving of consent, the
assumption is that the Data Subject has not granted his
consent to the processing – regardless of whether the
Personal Data is merely Personal Data or Sensitive
Personal Data. In the event the Data Subject’s consent
cannot be proven, the Data Controller has no legitimate
ground for the processing unless the processing is required
by an Act of Parliament or a decree of a municipality issued
based on the authorization of an Act of Parliament.
Therefore, for evidentiary purposes in all cases of
processing, it is advisable in practice to obtain formal
written consent in each case in advance of and for the
purpose of the processing.
The written consent does not have to be in the Hungarian
language. However, the Data Subject must understand
the language in which the consent is granted.
The Data Subject may grant consent in a written
agreement concluded with the Data Controller. Such a
contract must contain all information that is to be made
available to the Data Subject under the Data Protection
Act in connection with the processing of Personal Data,
such as:
• a description of the Personal Data to be processed;
• the duration of the proposed processing operations;
• the purposes of processing the Personal Data;
• the means of transmission of the Personal Data; and 
• the use of a Data Processor.
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The contract must be signed by the Data Subject and must
clearly indicate the Data Subject’s explicit consent to having
his Personal Data processed as stipulated in the contract.
If the Data Subject is physically or legally incapable
of giving his consent for the processing of his Personal
Data, then the processing of his Personal Data or
Sensitive Personal Data is allowed to the extent
necessary to protect the vital interests of the Data
Subject, or of another person, or in order to prevent
or avert a catastrophe or emergency.
b) Sensitive Data Where consent is relied upon to justify the processing
of Sensitive Personal Data, it must be obtained in writing
prior to the processing.
c) Minors Processing is permitted only if the legal representative
(i.e., parent, guardian, etc.) of a minor (a child under
the age of 18) consents to it. As to the form of the
consent, see Section 3(a), above.
d) Employee
Consent
The Labor Code states that the employer may disclose
Personal Data to a third party only in the cases specified
by an Act of Parliament or with the employee’s consent.
In that context, a related company of the employer or
another member of the group of companies of which the
employer is a member also qualifies as a third party. The
Labor Code does not require that the consent be given
in written form.7 In order to avoid any disputes, it is
advisable that the employee’s consent to the disclosure
of his Personal Data be obtained in writing prior to
the disclosure. The consent of the employee may be
____________________
7 See also Sections 3(a) and (b) above.
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incorporated into the employment agreement or
into another instrument signed by the employee
simultaneously with, or after, the execution of the
employment agreement.
It is acknowledged that, based on the assumption that an
employee is not actually free to decide whether to give
or withhold his consent to the data processing, the courts
of certain other European jurisdictions consider (or may
consider) an employee’s consent invalid. Hungarian court
practice has not adopted the above approach. It cannot,
however, be ruled out that such an approach might be
adopted by the Hungarian courts in the future.
e) Online/
Electronic
Consent
The relevant recommendation of the Data Protection
Commissioner (the “Commissioner”) refers to
Recommendation No R (99) 5 of the Council of Europe
– i.e., that a clear statement of the service provider’s
privacy practices should be displayed clearly on the
introductory page, and such statement should be
hyperlinked to a detailed explanation of the service
provider’s privacy practices (containing a list of the
processed Personal Data and the method, purpose,
and duration of the data processing).
In cases where the Data Protection Act requires a written
consent, the consent may be given in an electronic
document signed by an advanced electronic signature.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
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6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
Yes, appointment of a data protection officer is required
in certain circumstances.
9. International
Data Transfers
Notwithstanding the medium or the manner of the data
transfer, Personal Data (including Sensitive Personal
Data) may be forwarded outside Hungary to non-EU
countries only if:
• the Data Subject gives his explicit consent; or
• the transfer is permitted by law and the laws of
the non-EEA third country in question afford an
adequate level of protection.
An adequate level of protection is achieved if: (i) the EU
Commission, in its decision, determines that the third
country in question ensures an adequate level of
protection, (ii) the transfer is prescribed by bilateral
treaty containing guarantees for the rights of Data
Subjects, their rights to remedies, and for the
independent control of Processing; or (iii) a third-
country Data Controller or Data Processor offers
appropriate safeguards to ensure an adequate level
of protection in the course of Processing Personal Data
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and the basic freedoms and rights of Data Subjects,
in particular, if Processing is carried out in compliance
with the EU Commission’s legal act.
Accordingly, if transferring Personal Data to the US,
the Safe Harbor arrangement8 may facilitate such data
transfers, as compliance with the Safe Harbor Principles
will ensure an adequate level of protection.
Transmission of data to member states of the EEA is
treated as transmission within Hungary.
10.Security
Requirements
Yes, specific requirements apply.
11. Special Rules for
the Outsourcing
of Data
Processing to
Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well as
private rights of action, may apply.
____________________
8 Commission Decision of 26 July 2000 pursuant to Directive 95/46/EC of the European
Parliament and of the Council on the adequacy of the protection provided by the Safe
Harbor Privacy Principles and related Frequently Asked Questions issued by the US
Department of Commerce.
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1. Law Applicable The Data Protection Directive (95/46/EC) and
Directive on Privacy and Electronic Communications
(2000/58/EC) have been implemented by Legislative
Decree no. 196 of 30 June 2003, which enacted a code
on the protection of Personal Data (“the Code”). The
Code is primarily intended to consolidate all the pre-
existing Italian data protection rules that were replaced
by the Code. Furthermore, the Code provides for
additional protections for Data Subjects and simplifies
the applicable rules.The Code attempts to ensure
consistency between privacy rules and a variety of
legal provisions applying in various sectors. The Code
combines the provisions of the former basic privacy law
and subsequent amendments, regulations, and codes of
ethics, as well as the case law precedents of the Italian
Data Protection Authority (“Authority”).
2. Scope of the Law
a) Personal Data Unlike the Directive, the Code applies to the processing
of information relating to both natural and legal persons,
bodies, or associations (“Data Subject”). Data will be
considered “personal” where a person can be identified
from that data whether directly or indirectly by reference
to any other information (e.g., through cross-referencing
via a personal identification number) (“Personal Data”).
b) Data Processing “Processing” is extremely widely defined and means any
operation or set of operations carried out on Personal
Data, including the collection, recording, organization,
keeping, elaboration, modification, selection, retrieval,
comparison, utilization, interconnection, blocking,
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communication, dissemination, erasure, and destruction
of Personal Data.
The Code applies to both automated and manual data
processing.
c) Processing by
Data Controllers
The Code applies to those persons who determine the
purposes for which and the manner in which any Personal
Data is, or is to be, processed (“Data Controllers”).
d) Jurisdiction/
Territoriality
The Code applies to:
• data processing by a Data Controller carried out
within Italy;
• Data Controllers established outside the EU but
that use equipment based in Italy to carry out data
processing activities (other than merely for the
purpose of transit); or
• Data Controllers that collect Personal Data from
Data Subjects in Italy regardless of the establishment
of the Data Controller or the location of equipment.
e) Sensitive
Personal Data
The Code imposes additional requirements for the
processing of sensitive Personal Data – that is, Personal
Data relating to racial or ethnic origin, political opinions,
trade union membership, religious or philosophical
beliefs, and data concerning health or sexual life.
Specifically, the processing of sensitive Personal Data
is prohibited unless the following conditions are met:
• the Data Controller obtains the explicit written
consent of the Data Subject (see Section 3(b), below);
and
• the Data Controller has the prior authorization of the
Authority, unless a general authorization for specific
categories of sensitive Personal Data applies.
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f) Employee
Personal Data
Employee Personal Data is likely to include sensitive
Personal Data (e.g., health-related information) and 
non-sensitive Personal Data.
Sensitive employee Personal Data may be processed
provided that the requirements mentioned in Section
2(e), above are met. In particular, the Employee
Sensitive Data General Authorization issued by the
Authority applies. This allows Data Controllers to
process sensitive employee Personal Data in certain
circumstances and for certain purposes specified in
the Authorization.
Non-sensitive employee Personal Data may be processed
by a Data Controller in certain circumstances, including
where the processing is necessary for the performance
of the employment agreement or where the processing
is necessary for compliance with a labor law or tax
obligation of the employer.
A fallback justification for processing both sensitive and
non-sensitive Personal Data in the employment context
may be if consent (written, in the case of sensitive Personal
Data) is provided by the Data Subject (see Section 3(d),
below).
3. Consent
Requirements
a) General Consent of the Data Subject is not mandatory although
it is contemplated as a justification for processing; in
practice, it is often one of the more straightforward ways
to justify processing.
Where consent is relied upon, the Data Subject’s consent
must be evidenced in writing, such as by means of a
printout of an online consent.
116
Baker & McKenzie
Issue Position in Italy
b) Sensitive Data For processing of sensitive Personal Data, a written
consent must be provided – that is, in the form of a
handwritten or digital signature of the Data Subject.
c) Minors A person under the age of 18 cannot give a valid
consent. A parent or legal guardian must give consent
on such minor’s behalf.
d) Employee
Consent
The consent given by an employee to the processing
of his Personal Data is generally considered valid. It is
advisable to have relevant data protection clauses of the
employment agreement specifically acknowledged and
approved in writing by the employee by a specific
additional signature (although the written approval
of a separate information notice and consent form,
incorporated by reference in the employment agreement,
is considered sufficient). If the Personal Data will also
be processed for purposes unrelated to the employment
agreement (for example, if Personal Data is disclosed
to business partners or other companies that may offer
products or services to the employees), the Authority
recommends that these additional purposes be specifically
approved by the employee by a separate signature.
e) Online/
Electronic
Consent
In the case of non-sensitive Personal Data, an online
consent will be sufficient provided that:
• it is evidenced by means of a printout that shows
that consent was actually given;
• it can be shown that the Data Subject had sufficient
notice of the requisite information forming the basis
of consent (e.g., inclusion of a hyperlink to a notice
or policy directly above a consent button) and steps
have been taken to prevent consent from being given
mistakenly (e.g., a double-click acceptance process).
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4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
Appointment of a data protection officer is optional, but
certain obligations may arise with such appointments.
9. International
Data Transfers
Transfer of Personal Data between member states of the
EEA is generally permitted without the need for formal
approval. Furthermore, no restrictions apply to the
transfer of Personal Data to recipients in countries that
have been recognized by the European Commission as
granting an adequate level of protection to Data Subjects.
This is the case for transfers to Switzerland, the Isle
of Man, Guernsey,Argentina, Canada, or US-based
companies adhering to the Safe Harbor arrangement.
The Authority must be notified in advance of the transfer
of Personal Data outside the EEA (or, with respect to
sensitive Personal Data, outside Italy).
Subject to the specific exceptional authorizations
mentioned above, transfers outside the EEA are
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prohibited where the third country does not ensure an
adequate level of protection. Exceptions are where:
• the Data Subject has given his express consent to the
transfer. Written consent is required for sensitive
and criminal Personal Data;
• the transfer is necessary for the performance of
obligations resulting from a contract to which the
Data Subject is a party, or for gathering information
at the Data Subject’s request prior to entering into a
contract, or for the conclusion or performance of a
contract made in the interest of the Data Subject;
• the transfer is necessary for safeguarding an
important public interest;
• the transfer is necessary for carrying out criminal
investigations;
• the transfer is necessary to safeguard life or bodily
integrity either of the Data Subject or of a third
party, and the Data Subject cannot give his consent
because of physical or legal incapacity or mental
disorder;
• the transfer is carried out in response to a request for
access to administrative documents or for information
included in a public register, list, act, or document
which is publicly available, in compliance with the
provisions applying to such subject matter; or
• the transfer is authorized by the Authority on the
basis of adequate guarantees for the Data Subject’s
rights, as resulting from contractual clauses in a data
transfer agreement (see below).
Specific requirements relating to the use of a data
transfer agreement are:
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• the data exporter and the importer either incorporate
or incorporate by reference in the data transfer
agreement the European Commission’s model
clauses (two sets of model clauses are now
available) so that they are available, upon request,
to the Data Subjects to whom the Personal Data
relates; or
• the data exporter and the importer either incorporate
or incorporate by reference in the data transfer
agreement the European Commission model clauses
adopted in 2002 for “data processors” outside the
EU; and
• a copy of the data transfer agreement is provided to
the Authority if it so requests.
In the latter case (i.e., incorporation by reference of
the European Commission’s model clauses), no formal
approval of data transfer agreements by the Authority
is required.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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1. Law Applicable Law on Protection of Personal Information (the “Law”),
partially enforced as of May 30, 2003, and fully effective
as of April 1, 2005.
The Law establishes procedures for issuing rules for each
specific industrial sector.A number of guidelines have
been issued respectively by government ministries
responsible for each sector.
2. Scope of the Law
a) Personal Data The Law applies to “Personal Information,” which is
defined as “[any] information that may make a living
individual distinguishable from others.” This would
include a person’s name, address, birth date, birthplace,
phone number, financial history, employment history,
academic history, occupation, medical history, sex,
race, religion, sexual orientation, etc. The Law applies
only to information concerning individuals, and does
not cover information concerning corporations.
b) Data Processing The Data Controller, an enterprise that uses Personal
Information databases in its businesses, has to notify
the individual of and publish the purpose of use upon
collecting personal information.The use of Personal
Information by the Data Controller is restricted to the
scope of this specified purpose, and the Data Controller
cannot use Personal Information in a manner that
unnecessarily exceeds this scope without prior consent
of the Data Subject.
c) Processing by
Data Controllers
Please see Section 2(b) above.
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d) Jurisdiction/
Territoriality
There is no provision that specifically addresses
jurisdiction/territoriality in the Law. However,
generally speaking, the Law is enforced only within
Japan.
e) Sensitive
Personal Data
There is no provision that specifically addresses Sensitive
Personal Data.
f) Employee
Personal Data
There is no provision that specifically addresses Employee
Personal Data in the Law. However, there are specific
guidelines issued by the Ministry of Health, Labor and
Welfare regarding Employee Personal Data.
3. Consent
Requirements
a) General As a general rule, the Data Controller cannot use
Personal Information in a manner that unnecessarily
exceeds the scope of the specified purpose or offer
Personal Information to third parties without prior
consent of the Data Subject.
b) Sensitive Data There is no provision that specifically addresses consent
requirements for sensitive data.
c) Minors There is no provision that specifically addresses consent
requirements for minors.
d) Employee
Consent
There is no provision that specifically addresses consent
requirements for employees.
e) Online/
Electronic
Consent
There is no provision that specifically addresses online/
electronic consent.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
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5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
No specific requirements apply.
8. Data Protection
Officers
No specific requirements apply.
9. International
Data Transfers
There is no provision that specifically addresses
international data transfers.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes. Applicable authorities may issue administrative
orders in the case of noncompliance with the Law, and
criminal penalties may be imposed for failure to observe
such administrative orders.
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1. Law Applicable The Wet Bescherming Persoonsgegevens (“WBP”),
effective 1 September 2001, implementing the Data
Protection Directive (95/46/EC).
2. Scope of the Law
a) Personal Data The WBP applies to the processing of any information
(“Personal Data”) relating to an identified or identifiable
individual (“Data Subject”).
b) Data Processing “Processing” is extremely widely defined and covers any
operation or set of operations performed on Personal
Data including collection, recording, organization, and
deletion.
The WBP applies to automated data processing as well
as to manual processing of Personal Data that is entered
in a file or intended to be entered therein.
c) Processing by
Data Controllers
The WBP applies to those persons or entities that,
alone or in conjunction with others, determine the
purpose of and means for processing Personal Data
(“Data Controller”). The WBP also imposes certain
obligations on the processor that processes Personal
Data for the Data Controller.
d) Jurisdiction/
Territoriality
The WBP applies to:
• the processing of Personal Data carried out in the
context of the activities of an establishment of a
Data Controller in the Netherlands; and
• the processing of Personal Data by or for Data
Controllers that are not established in the EU,
whereby use is made of automated or non-
Netherlands
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automated means situated in the Netherlands
(unless these means are used only for forwarding
Personal Data).
e) Sensitive
Personal Data
The WBP imposes additional requirements for the
processing of sensitive Personal Data – that is, Personal
Data relating to racial or ethnic origin, political opinions,
trade union membership, religious or philosophical
beliefs, unlawful or objectionable conduct, criminal
conduct, and data concerning health or sexual life.
Specifically, the processing of sensitive Personal Data is
prohibited unless certain conditions are met, including:
• the processing is carried out with the express
consent of the Data Subject (see Section 3(b), below);
• the Personal Data has manifestly been made public
by the Data Subject;
• the processing is necessary for the establishment,
exercise, or defense of a right in law;
• the processing is necessary to comply with an
obligation of international public law; or
• the Dutch Data Protection Authority has granted
an exemption.
Further exemptions may apply to processing of
sensitive Personal Data that is carried out for the
purpose of scientific research or statistics (if certain
conditions are met).
Finally, specific exemptions may apply to each specific
category of sensitive Personal Data (if certain category-
specific conditions are met).
127
Global Privacy Handbook - Netherlands
Issue Position in Netherlands
f) Employee
Personal Data
Employee Personal Data may include both sensitive
Personal Data and non-sensitive Personal Data.
Sensitive employee Personal Data may be processed in
the circumstances mentioned in Section 2(e), above with
the consent of the Data Subject being the most likely
justification for processing.
Non-sensitive employee Personal Data may be processed
by a Data Controller in certain circumstances, including
for the performance of the employment contract.
A fallback justification for processing both sensitive and
non-sensitive Personal Data in the employment context
may be if consent is provided by the Data Subject.
However, there is significant doubt whether consent
can be valid in the employment context (see Section 3(d),
below).
3. Consent
Requirements
a) General Consent of the Data Subject is not mandatory, but it is
contemplated as a justification for processing; in practice,
it is one of the more straightforward ways to justify
processing. If no other justification for processing
exists, then consent will be mandatory.
A disadvantage of seeking consent is that the Data Subject
can withdraw his consent at any time. In such case, the
Dutch Data Protection Authority argues that the Data
Controller can no longer process Personal Data relating
to that Data Subject on the basis of another ground
(e.g., legitimate interest).
Written consent is not required by law, but may be
necessary in order to demonstrate that consent has been
given unambiguously and/or explicitly.
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The WBP does not contain any specific requirements
regarding the language of the consent. However,
consent should be a freely given, specific, and informed
expression of the Data Subject’s will, which implies that
the Data Subject must be informed in a language that he
understands. Otherwise, his consent may be deemed
invalid.
b) Sensitive Data Where consent is relied upon to justify the processing
of sensitive Personal Data, such consent must be given
explicitly prior to the processing. A tacit or implicit
consent does not suffice.
c) Minors For Data Subjects under the age of sixteen, or who have
been placed under legal restraint or the care of a mentor,
consent of their legal representative(s) must be obtained.
d) Employee
Consent
The Dutch Data Protection Authority has not yet
published an opinion on the validity of consent given
in the employment context. However, the Explanatory
Memorandum to the WBP mentions the following
example: If an employer requires a job applicant to
disclose information regarding his criminal record,
the job applicant cannot be considered to have provided
that information freely, because he was acting by force
of his wish to be employed.
e) Online/
Electronic
Consent
Electronic consent will suffice, as long as the general
requirements of the WBP (e.g., registration with the
Data Protection Authority, and clear information in the
consent form, such as the purposes of the processing as
well as information regarding persons having access to
the Personal Data) are complied with. However, it may
be difficult to prove that it was the Data Subject, and
not someone else, who has granted consent. Therefore,
a written document is the safest way to obtain consent.
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4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
The duty of notification (Section 7, above) can be avoided
by appointing an internal data protection officer.
9. International
Data Transfers
Transfers of Personal Data from the Netherlands to
countries within the EEA and Canada, Switzerland,
Guernsey, the Isle of Man, Argentina, and to US
recipients which have signed up to the Safe Harbor
arrangement are generally permitted without the need
for further approval.
If Personal Data is transferred to a country that does not
offer an adequate level of protection, a permit is required
from the Dutch Minister for Justice, after consulting with
the Dutch Data Protection Authority, except where:
• the Data Subject has unambiguously consented to the
transfer;
• the transfer is necessary for the performance of a
contract between the Data Subject and the Data
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Controller, or for actions to be carried out at the
request of the Data Subject and that are necessary
for the conclusion of a contract;
• the transfer is necessary for the conclusion or
performance of a contract concluded between the
Data Controller and third parties in the interests
of the Data Subject;
• the transfer is necessary or legally required on
important public interest grounds, or for the
establishment, exercise, or defense of legal claims;
• the transfer is necessary in order to protect the vital
interests of the Data Subject; or
• the transfer is carried out from a public register set
up by law or from a register that can be consulted by
anyone or by any persons who can invoke a legitimate
interest.
If the above legal grounds for cross-border data transfer
do not apply, a data transfer agreement alone will not
legitimize the transfer of Personal Data to a non-EEA
country with an inadequate level of protection. In such
event, as indicated above, a permit from the Minister
of Justice is also required, regardless of the existence
of a data transfer agreement. The Authority must be
notified of and approve any data transfer agreement.
If parties sign the model contractual clauses for data
transfers approved by the European Commission,
a permit for data transfers will be provided within
approximately 6 weeks.
10.Security
Requirements
Yes, specific requirements apply.
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11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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1. Law Applicable The Act on Protection of Personal Data, effective 30
April 1998 (the “PPDA”), as amended on 1 May 2004,
which to a large extent implements the requirements
of the EU Data Protection Directive (95/46/EC).9
2. Scope of the Law
a) Personal
Information
The PPDA applies to the processing of any information
(“Personal Data”) relating to an identified or identifiable
natural person (“Data Subject”).
b) Data Processing “Processing” is widely defined to include collection,
recording, storage, drawing up, changing, dissemination,
disclosure, and deletion.
The PPDA regulates both automated and manual data
processing.
c) Processing by
Data Controllers
The PPDA applies to those natural persons, legal entities
or organizational units who determine the purposes for
which and the manner in which any Personal Data is,
or is to be, processed (“Data Controllers”).
d) Jurisdiction/
Territoriality
The PPDA applies in particular to data processing
activities carried out by:
• Data Controllers that have their registered seat
or place of residence in Poland; and 
____________________
9 The PPDA is not perfectly harmonized with the Data Protection Directive. Since
1 May 2004, any inconsistency between the PPDA and the Data Protection Directive
will be interpreted in light of the Directive, which allows for some flexibility in
interpreting the provisions of the PPDA.
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• Data Controllers that have their registered seat or
place of residence in a third country, i.e., a country
outside the EEA, but use equipment based in Poland
to carry out data processing activities (other than
merely for the purpose of transit).
e) Sensitive
Personal Data
The PPDA imposes additional requirements for the
processing of sensitive Personal Data – that is, information
revealing racial or ethnic origin, political opinions,
philosophical or religious beliefs, religion, party or
trade-union membership, health, genetic code, sexual
life, convictions, penal judgments, fines, and other
decisions issued in court or administrative proceedings.
Specifically, the processing of sensitive Personal Data is
prohibited unless certain conditions are met, including:
• the Data Controller obtains the written consent of
the Data Subject (see Section 3(b), below), unless the
processing consists of deletion of Personal Data;
• the provisions of other specific statutes provide for
the processing of such Personal Data without the
need to request the Data Subject’s consent and
provide adequate safeguards;
• processing is necessary to protect the vital interests
of the Data Subject or of other persons where the
Data Subject is physically or legally incapable of
giving his consent until a guardian or a curator is
appointed;
• processing is necessary for the purpose of carrying
out the statutory objectives of churches and other
religious unions, associations, foundations, and other
non-profit-seeking organizations or institutions with
a political, scientific, religious, philosophical, or
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trade union aim and on the condition that the
processing relates solely to the members of those
organizations or institutions, or to persons who have
regular contact with them in connection with their
activities, and subject to providing suitable protection
of the processed Personal Data;
• processing relates to Personal Data necessary for the
establishment of legal claims;
• processing is necessary for the purpose of carrying
out the obligations of the Data Controller with
regard to employment of its employees and other
persons, and the scope of processing is provided for
by the law;
• processing is required for the purpose of preventative
medicine, the provision of care or treatment (where
the Personal Data is processed by a health professional
involved in treatment), other health care services, or
the management of health care services and subject
to providing suitable protection for the Personal
Data;
• processing relates to Personal Data that is manifestly
made public by the Data Subject;
• processing is necessary to conduct scientific research,
including preparation of a thesis required for
graduating with or receiving a university degree;
any results of scientific research cannot be published
in a way which allows Data Subjects to be identified;
or
• processing is conducted by a party in court or
administrative proceedings in order to exercise rights
and duties resulting from decisions issued in those
proceedings.
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f) Employee
Personal Data
Employee Personal Data is likely to include non-sensitive
and sensitive Personal Data (e.g., trade union membership
information).
Sensitive employee Personal Data may be processed
in the circumstances identified in Section 2(e), above.
Non-sensitive employee Personal Data is processed on
the grounds of necessity for the purpose of exercise of
rights and duties resulting from legal provision. Under
the Polish Labor Code, an employer has the right to
demand from employees the following Personal Data:
• given name(s) and surname;
• parents’ given names;
• date of birth;
• address (and mailing address);
• details of education; and
• details of employment history.
Furthermore, an employer has the right to demand that
employees provide Personal Data other than the types
of Personal Data listed above, including:
• names, surnames, and dates of birth of employees’
children, provided that such data is required for the
employee to benefit from special rights as provided
for in the Labor law;
• the PESEL number of each employee; and
• Personal Data other than that provided for above
in Section 2(f) if the obligation to provide the data
arises under other provisions of law (i.e., other than
the Polish Labor Code).
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3. Consent
Requirements
a) General Consent of the Data Subject is not mandatory, but it is
contemplated as a justification for processing; in practice,
it is often one of the more straightforward ways to justify
processing. Consent must be expressed directly and
cannot be presumed or implied from any other consents
or declarations. Written consent is not required.
The language of consent must not be too abstract – that
is, consent must not refer to processing of Personal Data
in general. Consent must refer to a particular situation
and particular categories of Personal Data and should
clarify the methods and the purposes of such processing.
Consent may be unlimited in time or provide for a
certain timeframe.
b) Sensitive Data Express written consent is required for the processing
of sensitive Personal Data, except if the processing falls
within some limited exceptions.
c) Minors A person under the age of 18 cannot give valid consent.
A parent or legal guardian must give consent on such
minor’s behalf.
d) Employee
Consent
As a rule, no consent is needed from an employee
for the processing of his Personal Data described in
Section 2(f) above, because processing of employees’
Personal Data for employment purposes is based on
legal provisions. In the event that an employer processes
an employee’s Personal Data based on the employee’s
consent (when the scope and purpose of the processing
is broad), the employee’s consent should be freely given
and should not be a condition to entering into or
discontinuing the employment relationship.
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e) Online/
Electronic
Consent
Apart from the situation in which consent must be given
in writing (see Section 3(b), above and Section 9 below),
Polish law does not provide for any particular form in
which consent should be given. However, bearing in
mind the general principle that consent must not be
implied, and also that it is the Data Controller who has
to prove that it processes Personal Data in a lawful
manner, electronic consent may not be sufficient. This is
primarily because the Data Subject may always claim that
he was not the one who gave consent.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of
Individuals
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
The Data Controller is required to appoint a data
protection officer unless the Data Controller fulfills
the obligations of the data protection officer itself.
9. International
Data Transfers
Transfers of Personal Data to a non-EEA third country
may not take place unless the destination country ensures
at least the same level of Personal Data protection as that
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in force in Poland. Poland does not recognize US
recipients that have signed up to the Safe Harbor
arrangement as providing a level of protection for
Personal Data equivalent to that in Poland, nor does
it recognize US law generally as providing a level of
protection equivalent to that of Poland.
Certain exceptions to this general rule against transfer
of Personal Data to territories with inadequate data
protection laws do exist, the most relevant being where:
• the transfer is required by other laws or by the
provisions of any ratified international agreement;
• the Data Subject has given his written consent;
• the transfer is necessary for the performance of a
contract between the Data Subject and the Data
Controller or takes place in response to the Data
Subject’s request;
• the transfer is necessary for the performance of
a contract concluded in the interests of the Data
Subject between the Data Controller and a third
party;
• the transfer relates to Personal Data that has been
made public;
• the transfer is necessary on public interest grounds
or for the establishment, exercise, or defense of legal
claims; or
• the transfer is necessary to protect the vital interests
of the Data Subject.
Except for the cases described above, Personal Data
cannot be transferred to a country outside the EEA and,
in particular, a data transfer agreement will not render
the transfer legitimate.
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If the transfer is to a country outside the EEA and none
of the grounds for transfer above apply, prior consent
of the Inspector General will be required to render the
transfer legitimate.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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1. Law Applicable There is no comprehensive data protection law in Russia.
Certain data protection provisions can be found in:
• the Constitution of the Russian Federation 1993;
• Federal Law No. 149-FZ of 27 July 2006, On
Information, Information Technologies and Information
Protection (“Information Law”);
• Federal Law No. 152-FZ of July 27, 2006,
On Personal Data (“Personal Data Law”)10; and 
• the Russian Labor Code (which regulates the
relationship between employers and employees).
Various existing regulations (e.g., those relating to the
State Pension Fund) mention in passing that Personal
Data should be treated as confidential information.
2. Scope of the Law
a) Personal Data The Personal Data Law gives a definition of “personal
data.” It means any data related to a particular individual,
or to an individual, which can be identified based on
such personal data (“Personal Data Subject”), including
his/her first name, middle name and last name, year,
month, date and place of birth, marital and social
status, welfare, education, profession, income, and
other information. Under the Labor Code (where a
separate definition is given), Personal Data is defined
as data on a particular employee that is needed by
the employer in connection with the employment
relationship (together “Personal Data”).
____________________
10 Personal Data Law comes into force on January 26, 2007.
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b) Data Processing Under the Personal Data Law, Personal Data processing
is defined as actions (operations) with Personal Data
including collection, systematization, accumulation,
storage, clarification (updating and amending), use,
distribution (including transfer), sanitation, blocking
and erasure of Personal Data.
Under the Labor Code, employees’ Personal Data
processing is defined as the collection, storage,
combination, transmission, or any other use of
Personal Data.
Russian data protection legislation regulates both manual
and automated data processing. Neither the Personal
Data Law nor the Labor Code distinguish among
various types of data processing, except that they
prohibit Data Controllers and other parties from relying
solely on automatically processed data in making legally
binding decisions with respect to Personal Data Subjects,
including employees.
c) Processing by
Data Controllers
The Personal Data Law regulates general and specific
issues related to processing of Personal Data by state and
municipal bodies, private legal entities and individuals,
which are engaged in processing of Personal Data (“Data
Controllers”). The Personal Data Law determines major
principles of Personal Data processing. Personal Data
may be processed by Data Controllers only by the
consent of Personal Data Subjects. The consent is not
required in a number of cases explicitly stated in the
Personal Data Law. Data Controllers must ensure
confidentiality of Personal Data unless otherwise
provided for by the Personal Data Law.
The Labor Code also expressly determines the purposes
for which, and the procedure pursuant to which, Personal
Data of an employee is to be processed by Data Controllers.
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d) Jurisdiction/
Territoriality
Relevant Russian laws apply to:
• Data Controllers established in Russia; and
• relations involving foreign nationals during their stay
in Russia and foreign legal entities (e.g., those that
act through a registered representative office or
branch in the Russian territory).
e) Sensitive
Personal Data 
As a general rule, the processing of certain categories
of Personal Data, which include data on individual’s
political, religious, philosophic or other beliefs, race
and national identity, state of health and private life
(“Sensitive Personal Data”) is restricted. The Personal
Data Law allows processing of Sensitive Personal Data
only in a limited number of cases explicitly stated in
the Personal Data Law. For instance, processing of
Sensitive Personal Data is allowed if the Personal Data
Subject has agreed to such processing in writing, or if
this Personal Data is processed by medical professionals
for medical purposes, or processing is required for
execution of justice, criminal prosecution and other
cases specifically referred to in the Personal Data Law.
Under the Russian Labor Code, Sensitive Personal
Data may be processed by the employer only with a
written consent of the employee and if such processing
is required for the purposes of resolving a matter
directly related to the employment relationship.
An employer may not seek or process Personal Data of
an employee with respect to the employee’s affiliation
with a non-governmental entity or trade union activities
except in cases expressly provided for by law.
f) Biometric
Personal Data
There are special restrictions on the processing of data
on personal physiological parameters of an individual on
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the base of which such individual can be identified
(“Biometric Personal Data”). Under the Personal Data
Law such Biometric Personal Data may be processed by
Data Controllers only with a written consent of Personal
Data Subjects. The consent of Personal Data Subjects is
not required if the data is processed for the purposes of
execution of justice, criminal investigation, and other
cases explicitly stated for by applicable Russian legislation.
g) Employee
Personal Data
Employee Personal Data is likely to include Sensitive
Personal Data (e.g., health-related information) and non-
sensitive Personal Data.
Sensitive Personal Data may be processed in the
circumstances mentioned in Section 2(e) above and, in
particular, if an employee wishes to observe a religious
holiday not officially recognized in Russia as a public
holiday.
Non-sensitive Personal Data may be processed by a Data
Controller subject to certain restrictions.
A fallback justification for processing both Sensitive
Personal Data and non-sensitive Personal Data in the
employment context may be if it is expressly permitted
under a statute or is necessary to save an employee's
health or life.
3. Consent
Requirements
a) General Personal Data may not be collected, retained, used,
disseminated, or processed in any other way unless the
consent of the Personal Data Subject is obtained or such
actions are expressly authorized in a statute.A Personal
Data Subject can recall his/her consent at any time.
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There are no specific requirements for the form or
manner in which consent must be obtained from Data
Subjects. Certain rules apply only if the consent is to be
given in writing.
A written consent should include the full name of the
Personal Data Subject, passport (or other ID) information,
the name and address of the Data Controller, the purpose
of data processing, the list of Personal Data to which the
processing consent is granted, the list of actions which
the Data Controller can perform with respect to
Personal Data, a description of data processing methods,
the term of the consent and the procedure for the
consent recall.
Under the Personal Data Law, a written consent of
the Personal Data Subject is required in the event of
processing Sensitive Personal Data and Biometric
Personal Data, trans-border transfer of Personal Data
and some other situations.
Under the Russian Labor Code a written consent is
expressly required if Personal Data is to be obtained not
from the Data Subject him/herself, but from a third
party, if Personal Data is to be used for commercial
purposes, and if Sensitive Personal Data is to be
processed. In addition, there is a provision that requires
that Data Subjects sign a written acknowledgement that
they have read the regulations of their employer on
the procedures for data processing. This provision of
the Labor Code may be interpreted as an indirect
requirement for written consent. The consent of a
Data Subject may be limited or retracted at any time.
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There is no language requirement for consent, but
obtaining the consent in the Russian language (native
to Data Subjects and the only official language in Russia)
is recommended.
b) Sensitive Data As a general rule a written consent is required for
processing Sensitive Personal Data.The consent is not
required for processing of Sensitive Personal Data by
medical professionals for medical purposes, or if
Personal Data is publicly available, or if processing is
required for execution of justice, criminal prosecution,
and in some other cases as stated in the Personal Data
Law.
c) Biometric
Personal Data
Written consent is required for processing Biometric
Personal Data.The consent is not required if the data
is processed for the purposes of execution of justice,
criminal investigation, and other cases explicitly stated
for by applicable Russian legislation.
d) Minors Under general rules, legal guardians (parents, guardians)
represent a minor (under 18 years) on all issues,
including giving the consent for processing of Personal
Data.
A special case would be a minor who is already an
employee. An employee above 16 (in some cases, 15)
years old could give a valid consent to his/her employer.
Consent of employees under 16 (15) would, in all
likelihood, require an additional confirmation from their
guardian as the guardian’s consent is required for the
employment of such minors.
e) Employee
Consent
The Labor Code expressly provides for situations when
employees’ Personal Data may be processed and
transferred to third parties even without consent (where
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necessary to save the employee’s health or life or where
expressly permitted by statute, such as an investigation
by the police of a criminal offence at the employer’s
business or the employer responding to the court's
request for the Personal Data). The Code also clearly
indicates instances in which consent is required. The
Code indicates when the employer is required to inform
the employee in writing about possible consequences of
not granting consent for a specific type of data processing.
Therefore, as long as the limitations set out by the Labor
Code for Data Processing are not violated (e.g., the
purpose of the Data Processing in question is on the list
of the purposes for which Data Processing is allowed,
the consent was obtained in writing, etc.), there will be
no doubt as to the validity of an employee’s consent.
f) Online/
Electronic
Consent
Nothing in Russian law prohibits use of electronic
consent, except where written consent is expressly
required.
As a matter of practice, however, reliance on electronic
consent is not recommended, because it will be difficult
(if not impossible) to prove that the consent was given
by a particular Data Subject. For example, the individual
may be able to claim that a third party clicked on the
“Consent” button while the individual was away from
his/her computer. Such a claim could probably only
be disproved if a notary (or witnesses) witnessed and
officially certified that the individual in question
clicked on the button.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
148
Baker & McKenzie
Issue Position in Russia
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, some requirements apply.
8. Data Protection
Officers
No specific requirements apply.
9. International
Data Transfers
Personal Data Law has specific requirements for
international data transfer. Before exercising
international Personal Data transfer the Data Controller
should make sure that adequate protection of rights
of Personal Data Subjects is provided by the foreign
country where the Personal Data is transferred.
Personal Data Transfer to a country where there is no
adequate protection of rights of Personal Data Subjects
may be exercised only when a written consent of the
Personal Data Subject is received or in some other cases
explicitly provided for by the Personal Data Law.
Under the Labor Code, any transfer of information from
employer to third parties located in Russia or abroad is
subject to the Data Subject’s written consent, except for
situations where such transfer is required to save the
employee’s health or life or where expressly permitted
by statute, such as an investigation by the police of a
criminal offense at the employer’s business or the
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employer responding to the court’s request for the
Personal Data.This also applies to cross-border
dissemination.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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1. Law Applicable The Spanish Data Protection Act 15/1999 of 13
December 1999 (“SDPA”), effective 14 January 2000,
implementing the Data Protection Directive (95/46/EC)
and developing regulations.
Note that a draft developing regulation of the above
SDPA is supposed to come into force within the coming
months (i.e., November/December 2006). Such new
regulation will establish new requirements, changes,
etc. to the below mentioned aspects, so a future review
of this section will be advisable once the new regulation
is in force.
2. Scope of the Law
a) Personal Data The SDPA applies to the processing of any information
(“Personal Data”) relating to an identified or identifiable
individual (“Data Subject”).
b) Data Processing “Processing” is extremely widely defined and covers
any operation or set of operations performed on
Personal Data including collection, recording,
organization and deletion.
The SDPA applies to both automated and manual
data processing.
c) Processing by
Data Controllers
The SPDA applies to those persons who determine the
purposes for which and the manner in which any Personal
Data is, or is to be, processed (“Data Controller”).
d) Jurisdiction/
Territoriality
The SPDA applies to:
• Data Controllers established in Spain;
Spain
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• the processing of Personal Data taking place outside
of Spain but subject to Spanish law pursuant to
international public law rules; and 
• Data Controllers that are not established in the EU
but that use any means situated in Spain to carry
out data processing activities other than merely for
the purpose of transit (e.g., where Personal Data is
collected by a Spanish affiliate or where a web site
is located in Spain). In this case, the Data Controller
must designate a representative established in Spain.
e) Sensitive
Personal Data
The SDPA imposes additional requirements for
the processing of sensitive Personal Data – that is,
information relating to ideology, religion, beliefs, racial
origin, health or sexual life, trade union membership,
and criminal or administrative offenses. Data Subjects
may not be compelled to disclose their ideology, beliefs
or religion.
Explicit and written consent to the processing of
Personal Data relating to trade union membership,
ideology, religion and beliefs must be obtained.
Except as indicated below, the processing of Personal
Data relating to health (except the start and end date of
any employee’s sickness absences which is necessary for
compliance with labor law), racial origin and sexual life
requires the prior express consent of the Data Subject,
although it need not be given in writing.
Data relating to criminal records and administrative
sanctions may not be processed by a Data Controller
(even with consent of the Data Subject) except by duly
authorized public institutions.
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Specifically, the processing of sensitive Personal Data
is prohibited unless certain conditions are met, for
example:
• the Data Controller obtains the explicit (and written)
consent of the Data Subject (see Section 3(b), below);
• the processing is necessary to carry out the obligations
and rights of the Data Controller in the field of
employment law;
• the processing is necessary to protect the vital interests
of the Data Subject where the Data Subject is
physically or legally incapable of giving consent;
• the processing is carried out in the course of legitimate
activities with appropriate guarantees by political
parties, trade unions, churches or other religious
communities, foundations, associations or any other
non-profit-seeking bodies only in respect of the
relevant sensitive Personal Data (for example,
political parties are exempted from consent only in
respect of the processing of ideology information)
and provided other conditions are met; or
• the processing is performed by a health care
professional or institution under an obligation
of secrecy, for the provision of medical advice
or treatment.
f) Employee
Personal Data
Employee Personal Data is likely to include sensitive
Personal Data (e.g., health-related information) and 
non-sensitive Personal Data.
Sensitive employee Personal Data may be processed in
the circumstances mentioned in Section 2(e), above and,
in particular:
• where the Personal Data is health data, the employer
may process the start and end date of any sickness
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absence (which is considered to be processing of
Personal Data by the Spanish Data Protection Agency
(the “Agency”)) for compliance with social security
requirements – that is, in order to comply with its
obligations under employment law as well as the
grade of disability of the employee. Prior consent is
not required. However, should the Data Controller
wish to process any additional information (such
as the reason for absence or medical certificates),
the Data Controller would have to seek the prior
express consent of the employee to the processing
of such Personal Data;
• where the Personal Data relates to the employee’s
ability to perform “dangerous” or “very dangerous”
activities or any activities which require a medical
assessment for the prevention of “occupational risks”
(as they are defined under the Labor Risks
Prevention Act), this may be processed without
prior consent. However, should the Data Controller
be required to conduct a medical assessment of the
ability of employees to perform activities, the
Spanish Labor Risks Prevention Act provides that the
Data Controller may process only a “fit for
work/unfit for work” result without prior consent,
but may not process a description as to the specific
health conditions of the employee. In addition,
should the Data Controller wish to conduct any
other type of medical assessment (e.g., physical
exams, recruitment medical exams, etc.), it must
obtain the prior express consent of the employees;
• where the Personal Data relates to religious and
trade union membership, this may be processed to
the extent necessary to comply with legal and/or
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collective bargaining agreement obligations, provided
that other specific requirements are met.
Non-sensitive employee Personal Data may be processed
by a Data Controller in the circumstances mentioned
in Section 5, below and, in particular, for the following
purposes: human resources management, payroll,
management of benefit plans (life and health insurances,
stock option plans, etc.), training programs, legal
requirements (social security and tax withholdings),
annual evaluations and when processing is necessary for
the execution of an agreement to which the Data Subject
is a party.
A fallback justification for processing both sensitive and
non-sensitive Personal Data in the employment context
may be if consent is provided by the Data Subject.
However, there is significant doubt whether on-line
or electronic consent can be valid in the employment
context (see Section 3(e), below).
3. Consent
Requirements
a) General The processing of Personal Data (including the collection,
storage, use and assignment) is, in general terms, subject
to the prior unequivocal consent of the Data Subject.
Justification, other than consent, for processing Personal
Data is contemplated (see Section 5, below).
Written consent is not required.
There is no specific language requirement, although the
Agency has consistently indicated that the Data Subject
should be able to understand the information provided
by the Data Controller.
156
Baker & McKenzie
Issue Position in Spain
b) Sensitive Data Explicit and written consent to the processing of data
relating to trade union membership, ideology, religion,
and beliefs must be obtained.
The processing of data relating to health (except the start
and end date of any employee’s sickness absence for
purposes of labor law obligations), racial origin and
sexual life requires the prior express consent of the
Data Subject, although it need not be given in writing.
c) Minors There is no specific prohibition or guidance on collection
of Personal Data from children. However, according to
the Spanish Civil Code, parents or legal guardians of
Data Subjects less than 18 years of age must give consent
on behalf of such minors.As an exception to that rule,
minors between 16 and 18 years of age may give consent
if they are legally emancipated – i.e., if they have acquired
legal age by means of marriage, parents’ consent or court
order.
In exceptional circumstances, the Agency allows minors
over 14 years of age to give consent to the processing
of their Personal Data, to the extent that it is accepted
that such minors have, in such cases, sufficient personal
capacity of judgement to provide such consent.
d) Employee
Consent
The Article 29 Working Party11 has produced an opinion
on the processing of Personal Data in the employment
context which states that it is misleading for an employer
to try to rely on an employee’s consent, as it is unlikely
____________________
11 Effectively, the EU Advisory Body on Data Protection and Privacy.
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to be freely given.12 The Agency has not expressed an
official opinion on this issue, although in practice such
forms of consent are still admitted.We have been orally
informed by an officer of the Agency that unless the
relevant wording contains unusual or abusive clauses,
no validity problems will arise with such clauses.
Under the SDPA, consent must be: (i) freely given (which
means that the Data Subject may not be compelled to
provide his Personal Data, unless where expressly required
by law); (ii) unequivocal (which means that no doubt
exists as to the processing activities consented to by the
Data Subject); (iii) specific (which means that the Data
Subject must give his consent to each processing activity
and purpose informed by the Data Controller); and
(iv) informed (which means that the Data Controller
has complied with its information requirements).
In addition, according to general civil law principles,
any consent provided by an individual by mistake, under
intimidation, violence or wilful misconduct will be void
and null, particularly in employment relationships,
where the employee is considered the weaker party.
Labor courts have consistently indicated that consent
provided under any of such circumstances will be null
and void.
____________________
12 Opinion 8/2001 of the Article 29 Working Party on the processing of personal data in the
employment context of 13 September 2001.
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e) Online/
Electronic
consent
Electronic consent will suffice if the Data Controller can
prove that the Data Subject has expressed his consent.
This would be the case if the Data Subject uses a digital
signature (e.g., individual PINs, passwords or identification
numbers) or the Data Controller reasonably believes that
the Data Subject has personally given such consent.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of
Individuals
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply. Note that the Agency
has implemented in September 2006 a new simplified
mechanism for the registration of databases, which is in
addition to the traditional system.
8. Data Protection
Officers
No requirements generally, although a data security
officer and others may need to be appointed in specific
situations.
9. International
Data Transfers
Transfers of Personal Data from Spain to other countries
offering an equivalent level of protection may take place
freely. Such countries are: EU and EEA Member States,
Australia,Argentina, Israel, New Zealand, San Marino,
Canada, Switzerland, Guernsey, the Isle of Man and US
recipients that have signed up to the Safe Harbor
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arrangement (provided that the Data Controller may
evidence such adherence by the US recipient), and any
other countries which are deemed to grant an equivalent
level of protection under a decision of the European
Commission.
International transfers to third countries not granting an
equivalent level of protection, such as the US (except as
indicated above), may only take place under the SPDA
where the prior authorization of the Agency has been
obtained. Some exemptions to this requirement (i.e.,
where no authorization is required) are where:
• the Data Subject has given consent to the transfer;
• the transfer is necessary for the performance of an
agreement entered into between the Data Subject
and the Data Controller or for taking pre-contractual
measures at the Data Subject’s request;
• the transfer proves to be necessary for litigation
purposes;
• the transfer is necessary for the conclusion or
performance of a contract between the Data
Controller and a third party to the benefit of the
Data Subject;
• the transfer is in the public interest;
• the transfer is requested by tax and customs
authorities; or
• the transfer is related to money transfers.
The transfer of Personal Data to a non-EU country with
inadequate protection levels is also permitted with the
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prior authorization of the Agency13 if a data transfer
agreement is used and the agreement:
• contains the standard mandatory clauses specified in
Instruction 1/2000 issued by the Agency. Instruction
1/2000 stipulates that where a transfer to a non-EU
Member State cannot be made on the basis of the
exemptions in the SDPA, the transfer will be
permitted, without the authorization of the Agency,
if a data transfer agreement containing the following
provisions/information is used:
– identity of the transferor;
– purpose(s) of the transfer;
– an undertaking by the Data Controller that
the collection and processing in Spain comply
with the SPDA and that the database has been
registered with the Agency;
– an undertaking by the transferee (i) to process
Personal Data exclusively for the purpose(s) set
out above and according to Spanish data protection
laws; and (ii) not to disclose such Personal Data
to third parties without the Data Subjects’ consent;
– an undertaking by the transferee to implement
the security measures required under Spanish
law;
____________________
13 If the agreement is issued in accordance with the provisions of Instruction 1/2000 or
incorporates the model contractual clauses for the transfer of Personal Data to third
countries adopted by the European Commission on 15 June 2001 or April 2004 and
27 December 2001, the Agency must grant authorization for the transfer of Personal
Data to third countries.
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– a provision that the Data Controller and transferee
will be jointly and severally liable for any
infringement of Spanish data protection
regulations and/or damage caused to Data
Subjects by the transferee;
– the Data Subjects’ right to compensation from
the transferee;
– a warranty from both the Data Controller and
the transferee that Data Subjects may effectively
exercise their rights of access, modification,
cancellation and objection;
– Data Subjects’ right to enforce their rights above
by bringing actions before the Agency;
– an undertaking by the transferee to grant
the Agency (or its appointee) access to the
transferee’s premises where data processing
activities take place (including access to records
and equipment), in order to audit compliance
with the data transfer contract;
– an obligation on the transferee to return or destroy
Personal Data transferred (and any media or
documents in which they are contained) upon
termination of the contract; and
– Data Subjects’ right to enforce the provisions
of the data transfer agreement, insofar as such
provisions may have an impact on the Data
Subjects’ protection under Spanish data protection
regulations (i.e., Data Subjects will be deemed
third-party beneficiaries); or
• incorporates the model contractual clauses for the
transfer of Personal Data to third countries adopted
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by the European Commission on 15 June 2001
or April 2004 and 27 December 2001, the latter
applicable to international transfers to Data
Processors.
The Agency must be notified of the data transfer
agreement prior to the transfer.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – administrative fines, potential civil and criminal
penalties, as well as private rights of action, may apply.
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1. Law Applicable The Swedish Personal Data Act (1998:204) (“PDA”),
implementing the Data Protection Directive (95/46/EC).
2. Scope of the Law
a) Personal Data The PDA applies to the processing of any information
(“Personal Data”) relating to an identified or identifiable
living individual (“Data Subject”).
b) Data Processing “Processing” is extremely widely defined and covers any
operation or set of operations performed on Personal
Data including, for example, collection, recording,
organization and deletion.
The PDA applies to both manual and automated data
processing.
c) Processing by
Data Controllers
The PDA applies to those persons who, alone or together
with others, determine the purposes for which and the
manner in which any Personal Data is processed (“Data
Controller”).
d) Jurisdiction/
Territoriality
The PDA applies to data processing activities carried
out by:
• Data Controllers established in Sweden; and 
• Data Controllers that are not established in the EEA
but that use equipment based in Sweden to carry out
data processing activities (other than merely for the
purpose of transit).
e) Sensitive
Personal Data
The PDA imposes additional requirements on the
processing of sensitive Personal Data – that is, Personal
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Data relating to race or ethnic origin, political opinions,
health, religious or philosophical beliefs and membership
of a trade union.
Specifically, the processing of sensitive Personal Data is
prohibited unless certain conditions are met, including:
• the Data Controller obtains the explicit consent of
the Data Subject (see Section 3(b), below);
• the processing is necessary to carry out the obligations
and rights of the Data Controller in the field of
employment law;
• the processing is necessary to protect the vital
interests of the Data Subject where the Data Subject
is physically or legally incapable of giving consent;
• the processing is carried out in the course of legitimate
activities with appropriate guarantees by a foundation,
association or any other non-profit-seeking body with
a political, philosophical, religious or trade union aim
and provided other conditions are met;
• the processing relates to Personal Data which is
made public by the Data Subject or necessary for the
establishment, exercise or defence of legal claims;
• the processing is performed by a health care
professional under an obligation of secrecy for
the provision of medical advice or treatment;
• the processing is performed for research and
statistical purposes, provided the public interest in
the research or statistical project clearly outweighs
the risk of undue violation of the Data Subjects’
integrity.
The PDA imposes additional requirements on the
processing of personal identification numbers as well
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as Personal Data concerning violations of the law.
In principle, it is prohibited for any entity other than
government authorities to process Personal Data
relating to crimes and criminal judgments. Personal
identification numbers may be processed only when
it is clearly necessary having regard to:
• the purpose of the processing;
• the importance of a certain identification; or
• any other considerable reason.
f) Employee
Personal Data
Employee Personal Data is likely to include sensitive
Personal Data (e.g., health-related information) and non-
sensitive Personal Data.
Sensitive employee Personal Data may be processed
in the circumstances mentioned in Section 2(e), above,
commonly for the purpose of carrying out the Data
Controller’s obligations in the field of employment law.
Non-sensitive employee Personal Data may be processed
by a Data Controller in the circumstances mentioned
in Section 5, below, commonly for the purposes of the
legitimate interests of the Data Controller. Other
justifications for processing non-sensitive employee
Personal Data may include: for the purpose of
performance of a contract to which the Data Subject
is a party, or for the purpose of carrying out the Data
Controller’s legal obligations.
A fallback justification for processing both sensitive and
non-sensitive Personal Data in the employment context
may be if consent is provided by the Data Subject.
However, there are limitations on what constitutes
consent in the employment context (see Section 3(d),
below).
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3. Consent
Requirements
a) General Personal Data may in principle be processed only if
the Data Subject gives consent. There are a number
of exceptions to this requirement, which legitimize
processing without the consent of the Data Subject.
Nevertheless, consent is in practice often one of the
more straightforward ways of justifying processing.
Written consent is not required. However, it is worth
noting that, when in dispute, it is the Data Controller
that is required to demonstrate that consent has been
obtained.
There is no language requirement set out in the PDA.
Provided all relevant Data Subjects understand the
information provided, the information may be made
available in any language. Should any Data Subject have
difficulties in understanding the information presented,
however, the Data Controller is required to translate
it into Swedish in order for the Data Subject to provide
an informed consent.
b) Sensitive Data Where consent is relied upon to justify the processing
of sensitive Personal Data, it must be explicit. Written
consent is not expressly required but may be preferable
in order to prove that consent has in fact been obtained.
c) Minors Although the PDA does not expressly regulate the
Data Subject’s right to consent to the processing of
his Personal Data, it is generally accepted that a person
under the age of 18 cannot provide a valid consent.
A parent or legal guardian must provide consent
on their behalf.
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d) Employee
Consent
The Swedish Data Inspection Board has produced an
opinion14 on the processing of Personal Data in the
employment context.Their view is that consent will
not be freely given where there is a real or potential
prejudice which arises from not consenting or where
there is no real possibility of the worker refusing to
consent. The Data Inspection Board goes on to say that
if an employee is genuinely able to withdraw consent
at any time without suffering any detriment, this is an
indication that the consent is freely given.
e) Online/
Electronic
Consent
Consent may be given electronically, and will be
considered to have been sufficiently demonstrated
where it can be shown that the Data Subject had
sufficient notice of the requisite information forming
the basis of consent (e.g., inclusion of a hyperlink to a
notice or policy directly above a consent button) and
steps have been taken to prevent consent being given
mistakenly (e.g., a double click acceptance process).
Note that guidance has not been issued on the
interrelated issue of how to verify that it is the
correct Data Subject who consents to the processing.
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
____________________
14 Datainspektionen Informerar nr. 7, 2001.
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6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
Yes, specific requirements apply.
9. International
Data Transfers
Subject to the specific exceptional authorizations below,
Personal Data may not be transferred to third countries
(i.e., countries outside the EEA) unless the destination
country provides “adequate protection” of the Personal
Data. Exceptions are where:
• the Data Subject has given his express consent to
the transfer;
• the transfer is for the performance of a contract
between the Data Subject and the Data Controller
of Personal Data or the implementation of pre-
contractual measures taken in response to a request
of the Data Subject;
• the transfer is for the conclusion or performance of
a contract between the Data Controller and a third
party which is in the interest of the Data Subject;
• the transfer is for the establishment, exercise or
defence of legal claims; or
• the transfer is for the protection of vital interests
of the Data Subject.
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Transfers of Personal Data from Sweden to Argentina,
Canada, Hungary, Switzerland, Bailiwick of Guemsey,
Isle of Man and recipients in the US that have signed
up to the Safe Harbor arrangement are generally
permitted, since those countries and arrangements are
considered as providing adequate protection.
The use of a data transfer agreement incorporating the
model clauses adopted by the European Commission
will legitimize a transfer of Personal Data to non-EEA
countries without adequate protection. Prior notification
of the agreement to the Board is not required.
10.Security
Requirements
Yes, specific requirements apply.
11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12.Enforcement
and Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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1. Law Applicable Federal Law on Data Protection of 19 June 1992 (the
“FLDP”) as implemented by the Federal Ordinance on
the Federal Law on Data Protection of June 14, 1993
(the “Ordinance”).
(Switzerland is not subject to the Data Protection
Directive (95/46/EC).) 
The FLDP (and the implementing Ordinance) are currently being
revised.The bill for the FLDP passed both chambers of the Swiss
Parliament already.The date when the revised law will enter into
force is not set with a binding effect yet. However, currently
March 1, 2007 is the anticipated date. Except for a one year
grace period with respect to one obligation of the revised law, all
other provisions of the revised law must be complied with by the
date it enters into force.The draft Ordinance implementing the
new law has not been published yet.
2. Scope of the Law
a) Personal Data The FLDP applies to the processing of any information
(“Personal Data”) relating to an identified or identifiable
legal person or natural person (“Data Subject”).
b) Data Processing “Processing” is defined broadly in the FLDP and includes
all acts relating to Personal Data, regardless of the
equipment and procedures used, in particular the
collection, storage, use, modification, disclosure,
archiving or destruction of Personal Data.
The FLDP applies to both automated and manual data
processing.
c) Processing by
Data Controllers
The FLDP applies to those persons who determine the
purposes for which and the manner in which any Personal
Data is, or is to be, processed (“Data Controller”).
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d) Jurisdiction/
Territoriality
The FLDP applies to:
• Data Controllers domiciled in Switzerland; and 
• the processing of Personal Data pertaining to Data
Subjects domiciled in Switzerland.
e) Sensitive
Personal Data
The FLDP imposes additional requirements for the
processing of sensitive Personal Data – that is, Personal
Data concerning religious, philosophical, political or
union opinions or activities; health, sexuality or racial
origin; social security files; criminal or administrative
proceedings and sanctions.
In addition, special rules apply to “personality profiles.”
A personality profile is a collection of Personal Data
that allows for the appraisal of essential characteristics
of an individual’s personality (the “Personality Profile”).
Collections of such Personal Data must be registered
with the Federal Commissioner for Data Protection
(“Commissioner”).
The processing of sensitive Personal Data is prohibited
unless justified by the consent of the Data Subject, by an
overriding public or private interest or by the law (see
Section 5, below).These criteria will be applied in a stricter
manner if there are sensitive Personal Data or Personality
Profiles involved.
The revised law introduces the obligation of the Data Controller
to actively inform the Data Subjects on the procurement of
sensitive Personal Data or Personality Profiles.The information
must at least cover: the identity of the Data Controller, the
purpose of the processing and the categories of recipients of the
Personal Data (if it is planned to transfer the Personal Data to
third parties).
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f) Employee
Personal Data
Employee Personal Data is likely to include sensitive
Personal Data (e.g., health-related information) and 
non-sensitive Personal Data.
The processing of Personal Data on employees, whether
sensitive or non-sensitive, will be justified if required
to implement an employment agreement. Other
justifications may be invoked under certain circumstances.
3. Consent
Requirements
a) General Consent of the Data Subject is not mandatory although
it is contemplated as a justification for processing (see
Section 5, below) and in practice it is often one of the
more reliable ways to justify processing.
Written consent is not required but is recommended
for evidential purposes.
b) Sensitive Data The FLDP does not distinguish between sensitive and
non-sensitive Personal Data as regards consent
requirements. However, a court may in practice apply
stricter criteria to the consent to process sensitive
Personal Data than to the consent to process non-
sensitive Personal Data.
The revised law requires the explicit consent of the Data
Subject to the processing of sensitive Personal Data or
Personality Profiles.
c) Minors A person under the age of 18 cannot give a valid consent.
A parent or legal guardian must give consent on their
behalf.
d) Employee
Consent
An employee’s consent will be valid only if it has been
freely given prior to the processing of the Personal Data.
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This prerequisite will not be fulfilled if consent is given
by the employee to avoid a real or potential prejudice
which could arise from not consenting, where there is
no real possibility of the employee refusing to consent,
or where the consequence of refusal is that a candidate
will not be offered a job.Where the employee or
candidate is entitled to withdraw its consent at any time
without suffering any detriment, this is an indication that
consent is freely given. An employee’s consent can be
given explicitly or tacitly.A tacit consent will not be
easily presumed if it covers sensitive Personal Data or
Personality Profiles.
e) Online/
Electronic
Consent
Consent may be given electronically, and will be
considered to have been sufficiently demonstrated
where it can be shown that the Data Subject had
sufficient notice of the requisite information forming
the basis of consent (e.g., inclusion of a hyperlink to a
notice or policy directly above a consent button) and
steps have been taken to prevent consent being given
mistakenly (e.g., a double click acceptance process).
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of
Individuals
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
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7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
No specific requirements apply.
9. International
Data Transfers
Personal Data may not be transferred abroad if the
personality of the persons affected could be seriously
endangered.The personality of the persons affected
will be particularly at risk if the data is transferred to
countries failing to provide a level of protection
equivalent to the level provided under Swiss law.The
Swiss Federal Data Protection Commissioner keeps a
list of countries considered as providing an equivalent
level of protection.The EU member states are also
listed thereon.
In order to prevent the personality of the persons
affected from being put at risk, the Data Controller
must, in addition to the justification of data processing
(see Section 5, above), use a higher standard of care when
transferring Personal Data to countries without a sufficient
level of protection.The Data Controller may comply
with such higher standard of care by having the data
recipient sign a data transfer agreement.
The revised law introduces a catalogue of reasons which justify
the transfer of Personal Data to countries that lack an adequate
level of data protection.This catalogue is exhaustive, i.e., the
transfer of Personal Data to such countries is only lawful if one
of these reasons for justification is fulfilled.
10.Security
Requirements
Yes, specific requirements apply.
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11.Special Rules
for the
Outsourcing of
Data Processing
to Third Parties
Yes, specific rules apply.
12. Enforcement and
Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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1. Law Applicable The Data Protection Act 1998 (“DPA”) effective
1 March 2000, implementing the Data Protection
Directive (95/46/EC).
2. Scope of the Law
a) Personal Data The DPA applies to the processing of any data (“Personal
Data”) relating to15 an identified or identifiable living
individual (“Data Subject”).
b) Data Processing “Processing” is extremely widely defined and covers any
operation or set of operations performed on Personal
Data including collection, recording, organization and
deletion.
The DPA applies to both manual and automated data
processing.
c) Processing by
Data Controllers
The DPA applies to those persons who determine
the purposes for which and the manner in which
any Personal Data is, or is to be, processed (“Data
Controller”).
d) Jurisdiction/
Territoriality
The DPA applies to data processing activities carried
out by:
• Data Controllers established in the UK; and
United Kingdom
____________________
15 Guidance issued by the Information Commissioner’s Office states that, in cases where
it is not clear whether information relates to an individual, Data Controllers “should
take into account whether or not the information in question is capable of having an
adverse impact on the individual.”
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• Data Controllers that are not established in the EEA
but that use equipment located in the UK to carry
out data processing activities (other than merely for
the purpose of transit).
The Information Commissioner has indicated that “use of
equipment” may include the hosting of a website within
the UK.
e) Sensitive
Personal Data
The DPA imposes additional requirements for the
processing of sensitive Personal Data – that is, Personal
Data relating to racial or ethnic origin, political opinions,
religious or other beliefs, trade union membership,
physical or mental health or condition, sexual life,
commission or alleged commission of any offense, trade
union membership or criminal proceedings. Specifically,
the processing of sensitive Personal Data is prohibited
unless one of a number of stated conditions is met.
These include:
• the Data Controller obtains the explicit consent of
the Data Subject (see Section 3(b), below);
• the processing is necessary to carry out the obligations
and rights of the Data Controller in connection with
employment;
• the processing is necessary to protect the vital
interests of the Data Subject where the Data Subject
is physically or legally incapable of giving consent or
the Data Controller cannot reasonably be expected
to obtain consent;
• the processing is carried out in the course of
legitimate activities by any body or association which
is not established or conducted for profit and which
exists for political, philosophical, religious or trade
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union purposes and provided other specific conditions
of processing are met;
• the information contained in the Personal Data has
been made public as a result of steps deliberately
taken by the Data Subject;
• the processing is necessary for the purpose of legal
proceedings, obtaining legal advice or for establishing,
exercising or defending legal rights;
• the processing is necessary for the administration
of justice, for the functions of Parliament, for the
exercise of powers conferred on a person under
an enactment or for the exercise of functions of the
Crown, a Minister or of a government department;
• the processing is necessary for medical purposes
and is undertaken by a health professional or person
with the equivalent duty of confidentiality as a health
professional;
• the processing is of sensitive Personal Data consisting
of information on racial or ethnic origin and is
necessary for reviewing and ensuring equality of
opportunity and treatment between different racial
or ethnic origins and provided appropriate safeguards
for the rights and freedoms of Data Subjects are in
place; or
• the information is about a criminal conviction or
caution, and the processing is necessary for the
purpose of administering an account relating to a
payment card (or for cancelling the payment card)
used in the commission of one of certain listed
offenses relating to indecent images of children and
for which the Data Subject has been convicted or
cautioned under the relevant legislation in England
and Wales, Scotland or Northern Ireland.
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f) Employee
Personal Data
Employee Personal Data will include non-sensitive
Personal Data and possibly sensitive Personal Data
(e.g., information relating to the physical or mental
health or condition, or racial or ethnic origin, of an
employee).
Sensitive Personal Data may be processed by a Data
Controller in the circumstances mentioned in Section
2(e), above and, in particular (as suggested in Part 2 of
the Employment Practices Data Protection Code16),
for the purpose of carrying out the Data Controller’s
obligations in connection with employment (provided
the Personal Data held is not surplus to what is required
to comply with those obligations). Information
relating to an employee’s ethnic or racial origin is
sensitive Personal Data – this may be processed by a
Data Controller for the purpose of meaningful equal
opportunities monitoring, but should be processed
in an anonymized form wherever practicable.
Non-sensitive employee Personal Data may be
processed by a Data Controller in the circumstances
mentioned in Section 5, below, usually (as suggested
by Part 2 of the Employment Practices Data
Protection Code) on the basis of the legitimate
interests of the Data Controller. Other justifications
for processing non-sensitive employee Personal Data
____________________
16 This Employment Practices Code has been issued by the Information Commissioner’s
Office as a guide to the measures to be taken by employers, as Data Controllers,
to comply with the DPA. While it does not technically form part of the DPA,
it is intended to set out the practical requirements of the DPA, the Information
Commissioner’s view on what is required for compliance with the DPA and what is
considered best practice. In practice, non-compliance with the Code would be taken
seriously and would be indicative of non-compliance with the DPA; a Data Controller
would need to be able to justify such non-compliance.
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may include: (i) for the purpose of performance of a
contract to which the Data Subject is a party, or (ii)
for the purpose of carrying out the Data Controller’s
legal obligations.
A fallback justification for processing both sensitive
and non-sensitive Personal Data in the employment
context is if consent (explicit consent in the case of
sensitive Personal Data) is provided by the Data Subject.
The view of the Information Commissioner, however,
is that other justifications (referred to above) should
primarily be relied on. The Information Commissioner
has expressed significant doubts about the validity of
consent in the employment context (see Section 3(d),
below).
3. Consent
Requirements
a) General Consent of the Data Subject is not mandatory although
it is contemplated as a justification for processing
(see Section 5, below) and in practice is often one of
the more straightforward ways to justify processing.
Written consent is not required.
Consent is not defined in the DPA; however, the
Information Commissioner’s Legal Guidance on
the DPA explains that:
• in order for the Data Subject to signify his agreement
to Personal Data relating to him being processed,
there must be some active communication between
the parties;
• the adequacy of any consent or purported consent
must be evaluated; and
• consent must be appropriate to the particular
circumstances.
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b) Sensitive Data Where consent is relied upon to justify the processing
of sensitive Personal Data, it must be explicit and must
be obtained prior to processing.
The Information Commissioner’s Legal Guidance on the
DPA explains that “explicit consent” must be absolutely
clear and should cover the specific detail of the
processing, the particular type of Personal Data to be
processed (or even the specific information in question),
the purposes of the processing and any special aspects
of the processing which may affect the individual.
c) Minors The DPA does not specify a precise age at which a child
can give consent to the processing of his Personal Data.
The view of the Information Commissioner17 is that much
depends on the capacity of the child and the complexity
of the proposition being put to him, and that the consent
of a parent or guardian is necessary where a child is
asked to provide Personal Data unless it is reasonable to
believe the child clearly understands what is involved and
is capable of making an informed decision.
d) Employee
Consent
There is significant doubt about the validity of consent
given in the employment context. The guidance on
consent from the Information Commissioner reflects
the view of the Article 29 Working Party. The Legal
Guidance to the DPA sets out the Information
Commissioner’s view that consent is not particularly
easy to achieve and that the other justifications (see
Sections 2(e) and 5) should always be considered
in reference to consent. Further, Part 2 of the
Employment Practices Data Protection Code states
____________________
17 Set out in the Information Commissioner’s “Compliance Advice:Website Frequently
asked questions.”
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that the extent to which consent can be relied on in the
employment context is limited and that it is not usually
required (as other justifications may be relied on).
It goes on to emphasize that employees must have a
real choice whether or not to consent and that the
Information Commissioner considers it to be misleading
to seek consent from employees where, in practice, they
have no choice but to consent.
e) Online/
Electronic
Consent
Electronic consent will suffice if appropriate safeguards
are taken to ensure a Data Subject is aware of the Data
Controller’s data processing notice (e.g., inclusion of
a hyperlink directly above a consent button) and
to prevent consent by mistake (e.g., a double click
acceptance process).
4. Information/
Notice
Requirements
Yes, specific requirements apply.
5. Processing
Rules
Yes, specific rules apply.
6. Rights of Data
Subjects
a) Access Right Yes, specific requirements apply.
b) Additional
Rights
Yes, specific requirements apply.
7. Registration/
Notification
Requirements
Yes, specific requirements apply.
8. Data Protection
Officers
No specific requirements apply.
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9. International
Data Transfers
Transfers of Personal Data from the UK to EEA Member
States are generally permitted without the need for further
approval. Transfers are also permitted to Canada,
Argentina, Guernsey, the Isle of Man and Switzerland,
which are the subject of the European Commission’s
findings of adequacy (subject to the fulfillment of certain
pre-conditions) in relation to their data protection laws.
Transfer to the US is permitted where the recipient has
signed up to the Safe Harbor arrangement.
Subject to the specific exceptional authorizations
mentioned above, Personal Data may not be transferred
to countries outside the EEA unless the destination
country provides adequate protection of the Personal
Data. Exceptions are where:
• the Data Subject has consented to the transfer;
• the transfer is necessary to perform a contract with
the Data Subject, or to take steps at his request with
a view to entering into a contract with him;
• the transfer is necessary for the conclusion or
performance of a contract entered into between
the Data Controller and third parties in the interests
of, or at the request of, the Data Subject;
• the transfer is necessary to protect the vital interests
of the individual, or for reasons of public interest,
or in connection with legal proceedings, or for the
purpose of obtaining legal advice or establishing,
exercising or defending legal rights; or
• the transfer has been specifically authorized by the
Information Commissioner, or is made on terms
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which are of a kind approved by the Information
Commissioner.18
The adoption of model contractual clauses approved by
the European Commission will provide an adequate level
of protection to justify the transfer. (Note that the Data
Controller must in any event justify its data processing.)  
Unlike many other EU Member States, if a transfer
contract is used it will not need to be filed or approved
by the Information Commissioner before any transfers
take place.
10.Security
Requirements
Yes, specific requirements apply.
11. Special Rules for
the Outsourcing
of Data
Processing to
Third Parties
Yes, specific rules apply.
12. Enforcement and
Sanctions
Yes – potential civil and criminal penalties, as well
as private rights of action, may apply.
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1. Law Applicable The Children’s Online Privacy Protection Rule (16 C.F.R.
§ 312 et. seq.) (the “Rule”), effective April 21, 2000,
implementing the Children’s Online Privacy Protection
Act of 1998 (15 U.S.C. 6501 et. seq.). On March 8, 2006,
after performing the review required by the Act to occur
within five years of the Rule’s effective date, the Federal
Trade Commission (“FTC”) voted unanimously to retain
the Rule without modification.
2. Scope of the Law
a) Personal
Information
The Rule primarily applies to the online collection
of Personal Information from a child under the age
of 13 (“Child” or “Children”). “Personal Information”
is defined expansively and includes:
• first and last name;
• a home or other physical address including a street
name and name of a city or town;
• an e-mail address or other online contact information,
including but not limited to an instant messaging
user identifier or a screen name that reveals an
individual’s e-mail address;
• a telephone number;
• a Social Security Number;
• a persistent identifier, such as a customer number
held in a cookie or a processor serial number, where
such identifier is associated with individually
identifiable information;
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• a combination of a last name or photograph of the
individual with other information such that the
combination permits physical or online contacting;
and
• information concerning the Child, or the parent
or legal guardian of that Child (“Parent”), that
the Operator collects online from the Child and
combines with an identifier described above.
b) Personal
Information
Collection
The Rule applies to the “collection” of Personal
Information from a Child. “Collection” is broadly
defined and applies to the online gathering of any
Personal Information from a Child, including:
• requesting that a Child submit Personal Information
online;
• enabling a Child to make Personal Information
publicly available through a chat room, message
board, or other means, except where the Operator
deletes all individually identifiable information from
postings by a Child before they are made public, and
also deletes such information from the Operator’s
records; or
• the passive tracking or use of any identifying code
linked to an individual such as a cookie.
c) Collection by
Operator
The Rule applies to any operator of a website or online
service that is directed to Children or to any other
operator with actual knowledge that it is collecting
or maintaining Personal Information of a Child.
An “Operator” is any person (or entity) who operates
a website or an online service and who collects or
maintains Personal Information from or about the users
of or visitors to such website or online service, or on
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whose behalf such information is collected or maintained,
and the website or online service is operated for
commercial purposes.19
A website “directed to Children” means a commercial
website, or portion thereof, that is targeted to Children.
A website does not necessarily meet this definition,
however, solely because it refers or links to a commercial
website or online service directed to Children by using
information location tools.20
d) Jurisdiction/
Territoriality
The Rule applies to the collection of Personal Information
about a Child by an Operator in situations that involve
commerce:
(a) among the States of the US or with one or more
foreign nations; or
(b) in any territory of the US or in the District of
Columbia, or between any such territory and 
(1) another such territory; or 
(2) any State or foreign national; or 
(c) between the District of Columbia and any State,
territory, or foreign nation.
____________________
19 The Rule excludes from coverage any non-profit entity that would otherwise be
exempt from coverage under Section 5 of the Federal Trade Commission Act.
20 The Rule explains that to determine if a website qualifies as being directed to
Children, the following additional factors will be considered: subject matter, visual
or audio content, age of models, language or other characteristics of the website or
online service, and whether advertising appearing on the website or online service
is directed to Children.
190
Baker & McKenzie
Issue Position in United States
e) Sensitive
Personal
Information
Not applicable.
f) Employee
Personal
Information
Not applicable.
3. Consent
Requirements
a) General None.
b) Sensitive
Personal
Information
Not applicable.
c) Parental
Consent
Prior to collection, use, and/or disclosure of Personal
Information about a Child, an Operator must obtain
from a Parent of the Child verifiable Parental consent.
In addition, the Operator must provide a Parent with
the option of consenting to the disclosures of the Child’s
Personal Information to the Operator but not to a third
party.
The Rule explains that obtaining “verifiable Parental
consent” means that the Operator must make any
reasonable effort (taking into consideration available
technology) to ensure that before Personal Information
is collected from a Child, a Parent:
• receives notice of the Operator’s Personal Information
collection, use, and disclosure practices; and
• authorizes any collection, use, and/or disclosure of
the Personal Information.
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The Operator also must take steps to ensure that the
person providing consent is actually the Child’s Parent.
Acceptable forms of consent include a consent form
signed and returned by the Parent by mail or facsimile,
the use of a credit card by the Parent in conjunction with
the transaction, a call to a toll-free number provided by
the Operator and staffed by trained personnel, or the
electronic forms of consent discussed below.
d) Minor Consent A Child cannot consent to the collection of his or her
Personal Information. This consent must instead be
obtained from a Parent of the Child. The Rule does not
address consent requirements for minors who are 13
or over.
e) Employee
Consent
Not applicable.
f) Online/
Electronic
Consent
Electronic consent will suffice if the Parent consents using
a digital certificate based on public key technology or an
e-mail using a PIN or password obtained using a digital
certificate or another appropriate verification method.
In accordance with the Rule’s sliding scale approach to
Parental consent, which was extended indefinitely on
April 21, 2006 by the FTC, if the Operator is not releasing
the Personal Information to a third party, consent may
be obtained by using e-mail coupled with additional steps
to provide assurances that the person providing the consent
is the Parent. Acceptable additional steps to obtain these
assurances include sending a delayed confirmatory e-mail
to the Parent following receipt of consent, or obtaining a
postal address or telephone number from the Parent and
confirming the Parent’s consent by letter or telephone call.
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g) Exceptions
to Prior
Consent/
Requirements
In certain situations, the Operator is not required
to obtain Parental consent before collecting and/or
disclosing Personal Information about a Child.
These situations include:
• where the Operator collects the name or online
contact information of a Parent or Child to be
used exclusively for obtaining Parental consent or
providing Parental notice (the Operator must delete
this information after a reasonable time if there is no
response);
• where the Operator collects online contact
information from a Child for the sole purpose of
responding directly on a one-time basis to a specific
request from the Child, and the Operator immediately
deletes that online contact information immediately
after responding to the Child;
• where the Operator collects online contact
information from a Child to be used to respond
directly more than once to a specific request from
the Child;
• where the Operator collects a Child’s name and
online contact information to the extent reasonably
necessary to protect the safety of a Child participant
on the website.
In all of the situations described above, except for where
the Operator deletes the information after responding
on a one-time basis to the Child, the Operator must
provide notice and seek Parental consent after the
Personal Information has been collected. Moreover,
the Rule generally requires that the Operator delete
all contact information after the relevant transaction
has been concluded.
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An Operator also can provide notice and seek consent
after the fact to the extent reasonably necessary to
protect the security or integrity of its website, to take
precautions against liability, to respond to judicial process,
to provide information to law enforcement agencies, or
for an investigation on a matter related to public safety.
4. Information/
Notice
Requirements
The Operator must provide two types of notice.
The Operator must post a conspicuous link to a notice
of its information practices on its website’s homepage as
well as any area where Personal Information is collected
from Children. The notice must  provide the following
information:
• the contact information (name, address, telephone
number, and email address) for all Operators
collecting  information about Children on the
website;
• the types of Personal Information collected from
Children and the manner of collection (passive v.
active);
• how such Personal Information is or may be used
by the Operator;
• whether the Personal Information is disclosed to
third parties (and the types of businesses engaged
in by such third parties, the purposes for which the
Personal Information is used, and whether such
parties are subject to agreements to protect the
information);
• that the Parent has the option to consent to the
collection and use of Personal Information without
consenting to its disclosure to third parties;
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• that the Operator is prohibited from conditioning
a Child’s participation in an activity on the Child’s
disclosing more Personal Information than is
reasonably necessary to participate in the relevant
activity; and 
• that the Parent can review and have deleted his/her
Child’s Personal Information and also refuse to
permit collection or use of the Child’s Personal
Information (the notice must also specify the
corresponding procedures for doing so).
In most instances, the Operator also must provide notice
directly to a Parent of the Child from whom it seeks
to collect Personal Information before it collects such
information. This notice must contain the information
listed above. In certain limited situations, the notice
may be provided after the information is collected.
5. Processing
Rules
In general, the Rule prohibits unfair or deceptive acts or
practices in connection with the online collection, use,
and/or disclosure of the Personal Information of a Child.
6. Safe Harbor An Operator will be deemed to comply with the Rule
if it complies with self-regulatory guidelines that are
issued by representatives of the marketing or online
industries, or by other persons, and are approved by
the FTC.
Industry groups must file a request with the FTC for
approval of self-regulatory guidelines that meet the
standards set out in the Rule; such requests are subject
to notice and comment requirements prior to approval.
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7. Rights of
Individuals
a) Parent Access
Rights
The Parent of any Child who has provided Personal
Information to an Operator has the right to request
access to such information. Upon receiving such a
request, the Operator is required to provide the Parent
with the following information:
• a description of the specific types or categories of
Personal Information collected from the Child by the
Operator, such as name, address, telephone number,
e-mail address, hobbies, and extracurricular activities;
• the opportunity at any time to refuse to permit the
Operator’s further use or future online collection of
Personal Information from that Child, and to direct
the Operator to delete the Personal Information
collected from the Child; and
• a means of reviewing any Personal Information
collected from the Child.
b) Child’s Rights An Operator is prohibited from conditioning a Child’s
participation in a game, the offering of a prize, or another
activity on the Child’s disclosing more Personal Information
than is reasonably necessary to participate in such activity.
c) Additional
Rights
No specific requirements apply.
8. Registration/
Notification
Requirements
No specific requirements apply.
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9. Data Protection
Officers
Not applicable.
10. International
Data Transfers
Not applicable.
11.Security
Requirements
An Operator must establish and maintain reasonable
procedures to protect the confidentiality, security, and
integrity of Personal Information collected from Children.
12. Special Rules for
the Outsourcing
of Data
Processing to
Third Parties
Persons or entities who delegate or outsource the
responsibility for collecting and maintaining Personal
Information from a Child are still subject to the Rule.
13. Enforcement and
Sanctions
Violations of the Rule are considered to be unfair
or deceptive acts prohibited by the Federal Trade
Commission Act and, consequently, are subject to FTC
enforcement actions and/or financial penalties ($11,000
per violation). COPPA also gives States and certain
other federal agencies authority to enforce compliance.
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1. Law Applicable The Gramm-Leach-Bliley Act,Title V, 15 U.S.C. §§
6801-6809, and its implementing regulations, including
the Federal Trade Commission regulations at 16 CFR
313 and 16 CFR 314, and the Federal Reserve and
Banking Regulatory Authorities regulations at 12 CFR
Parts 40, 216, 332, and 573, and 12 CFR Parts 30 et al.
(collectively, “GLBA”).
The Fair Credit Reporting Act, 15 U.S.C. §§ 1681 et seq.
(“FCRA”).
2. Scope of the Law
a) Personal Data GLBA
The law requires that “financial institutions” must protect
certain nonpublic personal information collected from
or about individual consumers in connection with the
provision of financial products and services; it does
not apply to information collected in other contexts.
Nonpublic personal information includes personally
identifiable financial information that:
• is provided by a consumer to a financial institution;
• results from any transaction with the consumer or
any service preformed for the consumer; and/or
• is otherwise obtained by the financial institution.
A company’s obligations under GLBA depend on
whether the company has consumers or customers
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who obtain its products or services. A consumer is
an individual who obtains or has obtained a financial
product or service from a financial institution for
personal, family, or household reasons.A customer is a
consumer with a continuing relationship with a financial
institution. Generally, if the relationship between the
financial institution and the individual is significant
and/or long-term, the individual is a customer of the
institution. For example, a person who gets a mortgage
from a lender or hires a broker to get a personal loan is
considered a customer of the lender or the broker, while
a person who uses a check-cashing service is a consumer
of that service.
FCRA
FCRA primarily governs the use and disclosure of
information in “consumer reports.” The definition
of a “consumer report” under FCRA is broad, and it
incorporates by reference the definition of a “consumer
reporting agency.” Analyzing both of these terms
together, a consumer reporting agency generally is
any person that: (a) for fees or other compensation,
(b) regularly engages in the practice of assembling
or evaluating “non-experience” information about
consumers, (c) for the purpose of disseminating such
information to third parties for use in connection
with the evaluation of the consumer for credit, debt
collection, or other “permissible purposes,” and
(d) performs such activities in interstate commerce.
See Porter v.Talbot Perkins Children’s Services, 355 F.
Supp. 174 (SD NY 1973).
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b) Data Processing GLBA
If a financial institution is within the scope of GLBA,
the law will apply to the collection, use, storage, and any
other activity that the institution undertakes with respect
to non-public personal information.
FCRA
FCRA applies to any collection, use, disclosure, or other
processing of consumer reports by consumer reporting
agencies. In addition, FCRA imposes certain obligations
on entities that are “users” of consumer reports (e.g., use
and disclosure limitations), as well as entities that furnish
information to consumer reporting agencies (e.g., related
to data integrity and correction of incorrect information),
and various other requirements.
c) Processing by
Data Controllers
GLBA
GLBA does not contain a term “data controller” and
instead coverage is defined by the term “financial
institution,” as described above.
FCRA
FCRA does not contain a term “data controller” and
instead coverage is defined by the term “consumer
reporting agency,” “user,” and “furnisher” as described
above, as well as by other definitions.
d) Jurisdiction/
Territoriality
GLBA
GLBA does not contain a specific geographic limitation,
but the jurisdictional reach is defined at least in part in
the relevant regulations, and also by the jurisdictional
reach of the relevant regulatory authority.
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FCRA
FCRA does not contain a specific geographic limitation,
but the jurisdictional reach is defined at least in part by
the jurisdictional reach of the relevant regulatory authority.
e) Sensitive
Personal Data
GLBA
GLBA does not include a classification of “sensitive”
information, although collection of health or medical
information may be subject to greater protection under
state law implementation of GLBA in the insurance
sector, and also may be subject to federal regulation in
certain circumstances under other laws, such as the
Health Insurance Portability and Accountability Act.
FCRA
FCRA contains restrictions on collection, use, and
disclosure of medical information and also contains
special restrictions related to identity theft, consumer
reports furnished for employment purposes, and a
special category of consumer reports involving personal
interviews with third parties termed “investigative
consumer reports.”
f) Employee
Personal Data
GLBA
Employee personal data is generally not within the scope
of GLBA, except in certain instances where the employee
is a consumer of financial products or services provided
by the employer or its affiliate, such as in the context of
a company credit union.
FCRA
A consumer reporting agency may generally not provide
a consumer report to an employer, or a prospective
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employer, without that employee’s or prospective
employee’s written consent.
3. Consent
Requirements
a) General GLBA
GLBA generally requires a financial institution to provide
customers and/or consumers in certain circumstances
with a privacy notice with specified content. In situations
where the financial institution intends to share non-public
personal information with a non-affiliated third party,
GLBA generally requires that the institution must provide
the consumer with notice of the opportunity to opt-out
of such disclosures, and must respect the expressed wishes
of the consumer in this regard. There are important
exceptions to these opt-out requirements, such as where
the disclosure is necessary to effect, administer, or enforce
the transaction, or where the disclosure is required or
permitted by law.
FCRA
A consumer reporting agency may generally not provide
a consumer report to an employer, or prospective
employer, without the consumer’s written consent.
A consumer reporting agency may not report medical
information to creditors, insurers, or employers without
the consumer’s permission. In addition, other consent
requirements apply under FCRA in various contexts.
b) Sensitive Data GLBA
GLBA does not include a classification of “sensitive”
information, although collection of health or medical
information may be subject to greater protection under
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state law implementation of GLBA in the insurance
sector, and also may be subject to federal regulation in
certain circumstances under other laws, such as the
Health Insurance Portability and Accountability Act.
FCRA
FCRA contains restrictions on collection, use, and
disclosure of medical information and also contains special
restrictions related to identity theft, consumer reports
furnished for employment purposes, and a special category
of consumer reports involving personal interviews with
third parties termed “investigative consumer reports.”
c) Minors GLBA
GLBA does not specifically establish rules related to
minors, although under general principles of contract
law and regulatory requirements, minors might not be
able to provide valid consent because of a lack of capacity
to enter an enforceable contract.
FCRA
FCRA does not specifically establish rules related to
minors, although under general principles of contract
law and regulatory requirements, minors might not be
able to provide valid consent because of a lack of capacity
to enter an enforceable contract.
d) Employee
Consent
GLBA
Where employees also qualify as consumers or customers,
the same requirements regarding notice and opt-out
consent apply equally to such individuals.
FCRA
See Section 3(a) above.
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e) Online/
Electronic
Consent
GLBA
The extent to which electronic notice and opt-out consent
are sufficient depends upon applicable regulations and
various factors, including whether the financial institution
regularly conducts transactions with the consumer
electronically.
FCRA
The extent to which electronic notice and opt-out consent
are sufficient depends upon applicable regulations and
various factors, including whether the consumer agrees
to engage in such transaction electronically.
4. Information/
Notice
Requirements
GLBA
Consumers are entitled to receive a privacy notice from
a financial institution only if the company shares the
consumers’ information with companies not affiliated
with it, with some exceptions. Customers must receive a
notice at the time the customer relationship is established
and annually for every year during the continuation of
the customer relationship.
FCRA
Any user of a consumer report from a consumer
reporting agency that takes an adverse action against
a consumer based on the report – such as denying an
application for credit, insurance, or employment – must
notify the consumer of that fact, and give the consumer
the name, address, and phone number of the consumer
reporting agency that provided the consumer report. In
addition, see Section 2(a) above for further requirements
related to providing notice of opt-out rights in connection
with sharing non-experience information among affiliates.
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5. Processing
Rules
GLBA
In addition to the rules described above, other important
provisions of GLBA also affect how a company conducts
business. For example, financial institutions are prohibited
from disclosing their customers’ account numbers to
non-affiliated companies when it comes to telemarketing,
direct mail marketing, or other marketing through e-mail,
even if the individuals have not opted out of sharing the
information for marketing purposes.
Another provision prohibits “pretexting” – the practice
of obtaining customer information from financial
institutions under false pretenses. The FTC has brought
several cases against information brokers who engage in
pretexting.
FCRA
Consumer reporting agencies, users of consumer reports,
and furnishers of information to consumer reporting
agencies are subject to a wide range of requirements
with respect to the collection, use, and disclosure of
this relevant information.
6. Rights of
Individuals
a) Access Right GLBA
GLBA generally does not contain a right for the
consumer to access and correct his or her non-public
personal information.
FCRA
At the request of the consumer, a consumer reporting
agency must provide the consumer with the information
205
Global Privacy Handbook - United States
Issue Position in United States
in his or her file as well as a list of everyone who has
requested it recently. There is generally no charge for
the report if a user has taken an adverse action against
the consumer because of information supplied by the
consumer reporting agency. The consumer also is entitled
to one free report every twelve months upon request in
some instances.
b) Additional
Rights
GLBA
Consumers and customers have a wide range of other
rights under applicable federal and state regulations.
FCRA
A significant additional right in the context of FCRA and
the recent enactments under the FACT Act arise in the
context of marketing. Specifically, when an organization
markets to consumers based on information received
from an affiliate, there may be a separate, additional
notice and opportunity to opt-out of receiving such
marketing.
In terms of the additional rights with respect to consumer
reporting agencies, if a consumer tells a consumer
reporting agency that his or her file contains inaccurate
information, the consumer reporting agency must
investigate the identified items (usually within 30 days)
by providing the agency’s information source with all
relevant evidence submitted by the consumer, unless
the dispute is frivolous.
The information source must review the submitted
evidence and report its findings to the consumer reporting
agency. (The information source also must advise national
consumer reporting agencies – to which it has provided
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the data – of any error.)  The consumer reporting
agency must give the consumer a written report of the
investigation, and also a copy of the consumer’s report
if the investigation results in any change. If the consumer
reporting agency’s investigation does not resolve the
dispute, the consumer may add a brief statement to
his or her file.The consumer reporting agency must
normally include a summary of the statement in future
reports. If an item is deleted or a dispute statement
is filed, the consumer may ask that anyone who has
recently received the report be notified of the change.
A consumer reporting agency must remove or correct
inaccurate or unverified information from its files,
usually within 30 days after the consumer disputes it.
However, the consumer reporting agency is not required
to remove accurate data from the consumer’s file unless
it is outdated (as described below) or cannot be verified.
If the consumer’s dispute results in any change to the
consumer’s report, the consumer reporting agency
cannot reinsert the disputed item into the consumer’s
file unless the information source verifies its accuracy
and completeness. In addition, the consumer reporting
agency must give the consumer a written notice telling
the consumer that it has reinserted the item. The notice
must include the name, address, and phone number of
the information source.
If the consumer tells anyone – such as a creditor who
reports to a consumer reporting agency – that the
consumer disputes an item, they may not then report
the information to a consumer reporting agency without
including a notice of the consumer’s dispute. In addition,
once the consumer has notified the information source
of the error in writing, it may not continue to report
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the information if it is, in fact, an error.
In most cases, a consumer reporting agency may not
report negative information that is more than seven
years old; the term is ten years for bankruptcies.
Creditors and insurers may use file information as
the basis for sending a consumer unsolicited offers
of credit or insurance. Such offers must include a toll-
free phone number for the consumer to call to remove
the consumer’s name and address from future lists.
If the consumer calls, the consumer must be kept off the
lists for two years. If the consumer requests, completes,
and returns the consumer reporting agency form
provided for this purpose, the consumer must be taken
off the lists indefinitely.
7. Registration/
Notification
Requirements
GLBA
GLBA contains no requirements to register with or notify
regulatory authorities about data handling practices.
FCRA
FCRA does not generally establish registration
requirements for a consumer reporting agency.
8. Data Protection
Officers
GLBA
See Section 10 below regarding security requirements.
FCRA
FCRA does not generally establish requirements for a
consumer reporting agency to appoint a chief privacy
officer.
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9. International
Data Transfers
GLBA
GLBA contains no express geographic restrictions on
international data transfers, although the circumstances
of the transfer must be taken into account when
developing the security measures to be applied to the
data, and regulators at both the federal and state level
have expressed concern about the security of outsourcing
and offshoring activities.
FCRA
FCRA contains no express geographic restrictions on
international data transfers, although the circumstances
of the transfer should be taken into account when a
consumer reporting agency discloses a consumer report
to a user.
10.Security
Requirements
GLBA
Interagency Guidelines establish requirements for
financial institutions to protect the security of nonpublic
personal information, including taking steps to develop
a written information security plan that describes their
program to protect customer information. The plan must
be appropriate to the financial institution’s size and
complexity, the nature and scope of its activities, and
the sensitivity of the customer information it handles.
As part of its plan, each financial institution must:
1. designate one or more employees to coordinate the
safeguards;
2. identify and assess the risks to customer information
in each relevant area of the company’s operation,
and evaluate the effectiveness of the current
safeguards for controlling these risks;
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3. design and implement a safeguards program, and
regularly monitor and test it;
4. select appropriate service providers and contract
with them to implement safeguards; and 
5. evaluate and adjust the program in light of relevant
circumstances, including changes in the firm’s
business arrangements or operations, or the results
of testing and monitoring of safeguards. Additional
rules apply in the area of security breach notification
and safe disposal of consumer information.
FCRA
FCRA contains a wide range of data integrity and accuracy
requirements, including those described above. Additional
rules also apply to the safe disposal of information in or
derived from consumer reports.
11. Special Rules for
the Outsourcing
of Data
Processing to
Third Parties
GLBA
GLBA establishes special rules for the protection of
the security and confidentiality of nonpublic personal
information when disclosed to third party service
providers.
FCRA
FCRA generally does not specifically establish restrictions
on the use of outsourcing providers, although FTC
Commentary contains some relevant provisions on use of
“agents,” and any organization should be aware of other
applicable regulatory requirements as well as other
general fiduciary obligations to maintain the integrity
and security of information.
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12.Enforcement
and Sanctions
GLBA
The FTC, the federal banking agencies, other federal
regulatory authorities, and state insurance authorities
enforce GLBA with regard to entities within their
authority. Each federal agency has issued substantially
similar rules implementing GLBA’s privacy provisions.
The states are responsible for issuing regulations and
enforcing the law with respect to insurance providers.
The FTC has jurisdiction over any financial institution or
other person not regulated by other government
agencies and may bring enforcement actions for
violations of the Privacy Rule in these instances. The
FTC can bring such actions to enforce the Privacy Rule
in federal district court, where the FTC may seek the
full scope of injunctive and ancillary equitable relief.
FCRA
The FTC generally has regulatory authority over
consumer reporting agencies, and federal functional
regulators generally have authority over financial
institutions that are users of consumer reports or
furnishers of information to consumer reporting
agencies or that otherwise are regulated under FCRA.
State attorneys general have certain authority to pursue
organizations for violations of FCRA, and aggrieved
individuals can also pursue organizations in certain
circumstances for violations of FCRA requirements.
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1. Law Applicable Standards for Privacy of Individually Identifiable Health
Information issued pursuant to sections 1171 through
1179 of the Social Security Act (the Act), as added by
sections 262 and 264 of the Health Insurance Portability
and Accountability Act of 1996, Public Law 104-191
(“HIPAA Privacy Standards”). 45 C.F.R. Parts 160
and 164.
2. Scope of the Law The regulations are applicable to the following entities,
defined as “Covered Entities”):
• a health plan;
• a health care clearinghouse; and
• a health care provider who transmits any health
information in electronic form in connection with
a transaction covered by a HIPAA standard.
a) Personal Data The regulations govern the use and disclosure of
Protected Health Information, which is individually
identifiable health information, maintained in any
format, that has been transmitted in an electronic
format.
Individually identifiable health information is information
that is a subset of health information, including
demographic information collected from an individual,
and:
• is created or received by a health care provider,
health plan, employer, or health care clearinghouse;
and
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• relates to the past, present, or future physical or
mental health or condition of an individual; the
provision of health care to an individual; or the past,
present, or future payment for the provision of
health care to an individual; and
– that identifies the individual; or
– with respect to which there is a reasonable basis
to believe the information can be used
to identify the individual.
3. Consent
Requirements
A covered entity may obtain consent of the individual to
use or disclose protected health information to carry out
treatment, payment, or health care operations.
A covered entity must obtain an individual’s authorization
to use protected health information for uses and
disclosures of Protected Health Information for any
purpose other than those permitted by the HIPAA
Privacy Standards.
Authorization for the use and disclosure of Protected
Health Information for research may be waived with the
approval of the Institutional Review Board or a privacy
board appointed by the Covered Entity.
a) Authorization
Content
A valid authorization must include the following
elements:
• a description of the information to be used or
disclosed that identifies the information in a specific
and meaningful fashion;
• the name or other specific identification of the
person(s), or class of persons, authorized to make
the requested use or disclosure;
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• the name or other specific identification of the
person(s), or class of persons, to whom the Covered
Entity may make the requested use or disclosure;
• a description of each purpose of the requested use or
disclosure;
• an expiration date or an expiration event that
relates to the individual or the purpose of the
use or disclosure; and
• signature of the individual and date.
In addition, the authorization must contain statements
adequate to place the individual on notice of all of the
following:
• the individual’s right to revoke the authorization in
writing, and either:
– the exceptions to the right to revoke and a
description of how the individual may revoke
the authorization; or
– a notice to the Covered Entity’s privacy notice.
• the ability or inability to condition treatment,
payment, enrollment or eligibility for benefits
on the authorization, by stating either:
– the Covered Entity may not condition treatment,
payment, enrollment or eligibility for benefits on
whether the individual signs the authorization; or
– the consequences to the individual of a refusal to
sign the authorization when the Covered Entity
may, in compliance with HIPAA, condition
treatment, enrollment in the health plan, or
eligibility for benefits on failure to obtain such
authorization.
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• the potential for information disclosed pursuant to
the authorization to be subject to redisclosure by the
recipient and no longer be protected by this subpart.
The authorization must be written in plain language.
If a Covered Entity seeks an authorization from an
individual for a use or disclosure of Protected Health
Information, the Covered Entity must provide the
individual with a copy of the signed authorization.
4. Information/
Notice
Requirements
A Covered Entity must provide a notice that is written in
plain language and that contains the following elements:
• a header;
• a description, including at least one example, of the
types of uses and disclosures that the Covered Entity
is permitted by this subpart to make for each of the
following purposes: treatment, payment, and health
care operations;
• a description of each of the other purposes for
which the Covered Entity is permitted or required
by this subpart to use or disclose protected health
information without the individual’s written
authorization;
• a description of any applicable legal limitation more
stringent than the HIPAA Privacy Standards on the
uses or disclosure of Protected Health Information;
• if applicable, a statement that the Covered Entity
may contact the individual to provide appointment
reminders or information about treatment
alternatives or other health-related benefits and
services that may be of interest to the individual;
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• if applicable, a statement that the Covered Entity may
contact the individual to raise funds for the covered
entity;
• if applicable, that a group health plan, or a health
insurance issuer or HMO with respect to a group
health plan, may disclose protected health
information to the sponsor of the plan;
• notice of the right to request restrictions on certain
uses and disclosures of Protected Health Information,
including a statement that the Covered Entity is not
required to agree to a requested restriction;
• notice of the right to receive confidential
communications of protected health information;
• notice of the right to inspect and copy protected
health information;
• notice of the right to amend protected health
information;
• notice of the right to receive an accounting of
disclosures of protected health information;
• notice of the right to obtain a paper copy of the
notice from the covered entity upon request;
• a statement that the covered entity is required by
law to maintain the privacy of Protected Health
Information and to provide individuals with notice
of its legal duties and privacy practices with respect
to Protected Health Information;
• a statement that the Covered Entity is required to
abide by the terms of the notice currently in effect;
• a statement that the Covered Entity reserves the
right to change the terms of its notice and to make
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the new notice provisions effective for all protected
health information that it maintains.The statement
must also describe how the Covered Entity will
provide individuals with a revised notice;
• a statement that individuals may complain to the
Covered Entity and to the Department of Health
and Human Services if they believe their privacy
rights have been violated;
• the name, or title, and telephone number of a person
or office to contact for further information; and
• the date on which the notice is first in effect, which
may not be earlier than the date on which the notice
is printed or otherwise published.
The Covered Entity must promptly revise and distribute
its notice whenever there is a material change to the uses
or disclosures, the individual’s rights, the Covered
Entity’s legal duties, or other privacy practices stated
in the notice. Except when required by law, a material
change to any term of the notice may not be implemented
prior to the effective date of the notice in which such
material change is reflected.
A covered health plan must distribute its privacy notice
at least once every three years to all then current
participants.
5. Rights of
Individuals
a) Access Right An individual has a general right of access to inspect and
obtain a copy of protected health information about the
individual in a designated record set, for as long as the
protected health information is maintained in the
designated record set.
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A designated record set is broadly defined as a set of
records on which a Covered Entity may make decisions
about an individual.
b) Accounting of
Disclosure
Rights
An individual has a right to receive an accounting of
disclosures of Protected Health Information made by
a Covered Entity in the six years prior to the date on
which the accounting is requested, except for disclosures:
• to carry out treatment, payment and health care
operations;
• to individuals of Protected Health Information about
them;
• incident to a use or disclosure otherwise permitted
or required;
• pursuant to an authorization;
• for the facility’s directory or to persons involved in
the individual’s care or other notification purposes;
• for national security or intelligence purposes;
• to correctional institutions or law enforcement
officials;
• as part of a limited data set; or
• that occurred prior to the compliance date.
c) Amendment
Rights
A Covered Entity must permit an individual to request
that the Covered Entity amend the Protected Health
Information maintained in the designated record set.
The Covered Entity may require individuals to make
requests for amendment in writing and to provide a
reason to support a requested amendment, provided that
it informs individuals in advance of such requirements.
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d) Rights to
Restrict Uses
and Disclosures
A Covered Entity must allow an individual to request
restrictions on the uses and disclosures of Protected
Health Information about the individual. A Covered
Entity need not agree to a requested restriction, but
must abide by any agreed upon restriction except in
the event that the information is required to provide
emergency treatment to the individual.
e) Right to Request
Confidential
Communications
A health care provider must accommodate reasonable
requests from individuals to receive communications
by alternate means or locations.
A health plan must accommodate reasonable requests for
such confidential communications when the individual
states that the basis for the request is that the disclosure
of Protected Health Information could endanger the
individual.
6. Privacy Officer A Covered Entity must appoint a privacy officer who
is generally responsible for the implementation and
enforcement of policies and practices of the Covered
Entity required by the HIPAA Privacy Standards.
7. International
Data Transfers
There are no specific requirements within the
regulations applicable to international transfers of data.
Presumably, the Covered Entity is required to comply
with the requirements of HIPAA with respect to data
that has been transferred outside of the US.
8. Data Retention
Obligations
Covered Entities are required to maintain all documents
required under these regulations for six years.
9. Security
Requirements
Covered Entities are required to implement policies and
procedures designed to achieve compliance with the
HIPAA Privacy Standards.
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A covered entity must also comply with the separate
Security Standards for the Protection of Electronic
Protected Health Information, 45 C.F.R. Parts 160
and 164.
10.Requirements
Applicable to
Employer-
Sponsored
Health Plans
An employer plan sponsor who require access to
Protected Health Information other than summary
health information or enrolment/disenrollment
information must certify to the plan that the plan
documents have been amended to incorporate provisions
required by the HIPAA Privacy Standards before the
plan may disclose Protected Health Information to the
employer plan sponsor. The plan amendment must
provide that the employer plan sponsor will:
• not use or further disclose the information other
than as permitted or required by the plan documents
or as required by law;
• ensure that any agents, including a subcontractor,
to whom it provides protected health information
received from the group health plan agree to the
same restrictions and conditions that apply to the
plan sponsor with respect to such information;
• not use or disclose the information for employment-
related actions and decisions or in connection with
any other benefit or employee benefit plan of the
plan sponsor;
• report to the group health plan any use or disclosure
of the information that is inconsistent with the uses or
disclosures provided for of which it becomes aware;
• make available protected health information,
as required by the HIPAA Privacy Standards;
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• make available protected health information for
amendment and incorporate any amendments to
protected health information in accordance with
the HIPAA Privacy Standards;
• make available the information required to provide
an accounting of disclosures in accordance with the
HIPAA Privacy Standards;
• make its internal practices, books, and records
relating to the use and disclosure of protected health
information received from the group health plan
available to the Department of Health and Human
Services for purposes of determining compliance
by the group health plan with the HIPAA Privacy
Standards;
• if feasible, return or destroy all protected health
information received from the group health plan that
the sponsor still maintains in any form and retain no
copies of such information when no longer needed
for the purpose for which disclosure was made,
except that, if such return or destruction is not
feasible, limit further uses and disclosures to those
purposes that make the return or destruction of the
information infeasible;
• describe those employees or classes of employees or
other persons under the control of the plan sponsor
to be given access to the protected health information
to be disclosed, provided that any employee or
person who receives protected health information
relating to payment under, health care operations of,
or other matters pertaining to the group health plan
in the ordinary course of business must be included
in such description;
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• restrict the access to and use by such employees to
plan administration functions that the plan sponsor
performs for the group health plan; and
• provide an effective mechanism for resolving
any issues of noncompliance with plan document
provisions.
11.Requirements
Applicable to
Outsourcing or
Transfers to
Third Parties
Generally, disclosures of Protected Health Information
to third parties can only be made pursuant to a valid
authorization from each individual whose Protected
Health Information is being disclosed.
Subject to the conditions described below, a Covered
Entity may disclose Protected Health Information
without prior authorization to Business Associates,
which are third parties who:
• on behalf of the Covered Entity, assist in the
performance of:
– a function or activity involving the use or
disclosure of individually identifiable health
information; or
– any other function or activity regulated by
standards promulgated pursuant to the HIPAA
statute; or
• provides management, administrative, accreditation,
or financial services to or for a Covered Entity, where
the provision of the service involves the disclosure of
individually identifiable health information from the
Covered Entity, or from another Business Associate
of such Covered Entity, to the Business Associate.
A Covered Entity may disclose Protected Health
Information to a Business Associate and may allow
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a Business Associate to create or receive Protected
Health Information on its behalf, if the Covered Entity
obtains satisfactory assurance that the Business Associate
will appropriately safeguard the information.
In particular, the Covered Entity should enter into
a contract with the Business Associate that:
• establishes the permitted and required uses and
disclosures of Protected Health Information by
the Business Associate.
• The contract may not authorize the Business Associate
to use or further disclose the information in a manner
that would violate the requirements of this subpart,
if done by the Covered Entity, except that:
– the contract may permit the Business Associate to
use and disclose Protected Health Information
for the proper management and administration
of the Business Associate; and
– the contract may permit the Business Associate to
provide data aggregation services relating to the
health care operations of the Covered Entity.
• Provides that the Business Associate will:
– not use or further disclose the information other
than as permitted or required by the contract or
as required by law;
– use appropriate safeguards to prevent use or
disclosure of the information other than as
provided for by its contract;
– report to the Covered Entity any use or
disclosure of the information not provided
for by its contract of which it becomes aware;
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– ensure that any agents, including a subcontractor,
to whom it provides Protected Health Information
received from, or created or received by the
business associate on behalf of, the covered entity
agrees to the same restrictions and conditions
that apply to the Business Associate with respect
to such information;
– make available Protected Health Information in
accordance with the HIPAA Privacy Standards;
– make available Protected Health Information for
amendment and incorporate any amendments to
Protected Health Information in accordance with
the HIPAA Privacy Standards;
– make available the information required to provide
an accounting of disclosures in accordance with
the HIPAA Privacy Standards;
– make its internal practices, books, and records
relating to the use and disclosure of Protected
Health information received from, or created
or received by the Business Associate on behalf
of, the covered entity available to the Secretary
for purposes of determining the Covered Entity’s
compliance with this subpart; and
– at termination of the contract, if feasible, return
or destroy all Protected Health Information
received from, or created or received by the
Business Associate on behalf of, the Covered
Entity that the Business Associate maintains in any
form and retain no copies of such information
or, if such return or destruction is not feasible,
extend the protections of the contract to the
information and limit further uses and disclosures
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to those purposes that make the return or
destruction of the information infeasible.
• Authorizes termination of the contract by the
Covered Entity, if the Covered Entity determines
that the Business Associate has violated a material
term of the contract.
• The contract may permit the Business Associate
to use the information received by the Business
Associate in its capacity as a Business Associate
to the Covered Entity, if necessary:
– for the proper management and administration of
the Business Associate; or
– to carry out the legal responsibilities of the
Business Associate.
• The Business Associate may be permitted to disclose
the information received by the Business Associate in
its capacity as a Business Associate, if:
– the disclosure is required by law; or
– the Business Associate obtains reasonable
assurances from the person to whom the
information is disclosed that it will be held
confidentially and used or further disclosed only
as required by law or for the purpose for which
it was disclosed to the person; and the person
notifies the Business Associate of any instances
of which it is aware in which the confidentiality
of the information has been breached.
A Covered Entity is not in compliance with the HIPAA
Privacy Standards if the Covered Entity knows of a
pattern of activity or practice of the Business Associate
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that constituted a material breach or violation of the
Business Associate’s obligation under the contract or
other arrangement, unless the Covered Entity takes
reasonable steps to cure the breach or end the violation,
as applicable, and, if such steps were unsuccessful.
The required steps are:
• terminate the contract or arrangement, if feasible; or
• if termination is not feasible, report the problem to
the Department of Health and Human Services.
12.Enforcement
and Sanctions
The Department of Health and Human Services may
impose a civil penalty on any person who violates the
HIPAA Privacy Standards of not more than $100 for
each such violation, except that the total amount
imposed on the person for all violations of an identical
requirement or prohibition during a calendar year may
not exceed $25,000.
A person who knowingly and in violation of the HIPAA
Privacy Standards:
• uses or causes to be used a unique health identifier;
• obtains individually identifiable health information
relating to an individual; or
• discloses individually identifiable health information
to another person,
is subject to the following criminal penalties:
• a fine of not more than $50,000, imprisonment for
not more than 1 year, or both;
• if the offense is committed under false pretenses, a
fine of not more than $100,000, imprisonment for
not more than 5 years, or both; and
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• if the offense is committed with intent to sell,
transfer, or use individually identifiable health
information for commercial advantage, personal
gain, or malicious harm, a fine of not more than
$250,000, imprisonment for not more than
10 years, or both.
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SWITZERLAND - GENEVA
Baker & McKenzie Geneva
Chemin des Vergers 4
1208 Geneva, Switzerland 
Telephone: +41 22 707 9800 
Facsimile: +41 22 707 9801
SWITZERLAND - ZURICH
Baker & McKenzie Zurich
Zollikerstrasse 225 
P.O. Box 8034 Zürich
Switzerland 
Telephone: +41 1 384 1414 
Facsimile: +41 1 384 1284 
TAIWAN - TAIPEI
Baker & McKenzie
15th Floor, Hung Tai Center 
No.168,Tun Hwa North Road 
Taipei,Taiwan 105 
Telephone: +886 2 2712 6151 
Facsimiles: +886 2 2716 9250;
2712 8292 
THAILAND - BANGKOK
Baker & McKenzie Ltd.
25th Floor, Abdulrahim Place
990 Rama IV Road 
Bangkok 10500,Thailand
Telephone: +66 2636 2000; 2636
2222 
Facsimile: +66 2636 2111
UKRAINE - KYIV
Baker & McKenzie - CIS, Limited
Renaissance Business Center 
24 Vorovskoho St.
Kyiv 01054, Ukraine
Telephone: +380 44 590 0101
Facsimile: +380 44 590 0110
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UNITED STATES - CHICAGO
Baker & McKenzie LLP
One Prudential Plaza 
130 East Randolph Drive 
Chicago, Illinois 60601, US
Telephone: +1 312 861 8000
Facsimiles: +1 312 861 2899; 861
8080
UNITED STATES - DALLAS
Baker & McKenzie LLP
2300 Trammell Crow Center 
2001 Ross Avenue 
Dallas,Texas 75201, US
Telephone: +1 214 978 3000
Facsimile: +1 214 978 3099
UNITED STATES - HOUSTON
Baker & McKenzie LLP
Pennzoil Place, South Tower
711 Louisiana, Suite 3400 
Houston, Texas 77002-2746, US
Telephone: +1 713 427 5000 
Facsimile: +1 713 427 5099
UNITED STATES - MIAMI 
Baker & McKenzie LLP
Mellon Financial Centre 
1111 Brickell Avenue 
Suite 1700 
Miami, Florida 33131, US
Telephone: +1 305 789 8900 
Facsimile: +1 305 789 8953
UNITED STATES - NEW YORK
Baker & McKenzie LLP
1114 Avenue of the Americas
New York, New York 10036, US
Telephone: +1 212 626 4100
Facsimile: +1 212 310 1600
UNITED STATES - PALO ALTO
Baker & McKenzie LLP
660 Hansen Way 
Palo Alto, California 94304, US 
Telephone: +1 650 856 2400 
Facsimile: +1 650 856 9299
UNITED STATES - SAN DIEGO
Baker & McKenzie LLP
Twelfth Floor, 101West Broadway 
San Diego, California 92101, US
Telephone: +1 619 236 1441;
+1 800 786 1022
Facsimile: +1 619 236 0429
UNITED STATES -
SAN FRANCISCO
Baker & McKenzie LLP
Two Embarcadero Center
Twenty-Fourth Floor
San Francisco,
California 94111-3909, US
Telephone: +1 415 576 3000
Facsimiles: +1 415 576 3099; 576
3098
UNITED STATES -
WASHINGTON, D.C.
Baker & McKenzie LLP
815 Connecticut Avenue, NW 
Washington, D.C. 20006-4078, US
Telephone: +1 202 452 7000 
Facsimile: +1 202 452 7074 
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VENEZUELA - CARACAS
Baker & McKenzie SC
Torre Edicampo, PH
Avenida Francisco de Miranda 
Cruce con Avenida Del Parque 
Urbanización Campo Alegre,
Caracas 1060
Postal Address: PO Box 1286 
Caracas 1010-A,Venezuela
US Mailing Address:
Baker & McKenzie 
M-287, Jet Cargo International
P.O. Box 020010
Miami, Florida 33102-0010, USA:
Telephone: +58 212 276 5111;
276 5112 
Facsimiles: +58 212 264 1532;
264 1637
VENEZUELA - VALENCIA
Baker & McKenzie SC
Edificio Torre Venezuela, Piso No.4
Av. Bolivar cruce con Calle 154
(Misael Delgado) 
Urbanizacion La Alegria
Postal Address: PO Box 1155 
Valencia, Estado Carabobo,Venezuela 
Telephone: +58 241 824 8711 
Facsimile: +58 241 824 6166
VIETNAM - HANOI
Baker & McKenzie LLP
13th Floor, Vietcombank Tower
198 Tran Quang Khai Street
Hoan Kiem District
Hanoi, Socialist Republic of Vietnam
Telephone: +84 4 825 1428;
825 1429; 825 1430 
Facsimile: +84 4 825 1432
VIETNAM - HO CHI MINH CITY
Baker & McKenzie LLP
12th Floor, Saigon Tower 
29 Le Duan Blvd.
District 1, Ho Chi Minh City 
Socialist Republic of Vietnam
Telephone: +84 8 829 5585;
829 5601; 829 5602 
Facsimile: +84 8 829 5618


www.bakernet.com
